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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday August 06, 2025 
(Reported on Thursday August 07, 2025) 

Government 
CISA Adds 3 D-Link Vulnerabilities to KEV Catalog Amid Active Exploitation Evidence 
Read more at TheHackerNews 
 
CERT-UA Warns of HTA-Delivered C# Malware Attacks Using Court Summons Lures 
Read more at TheHackerNews 
 
Hacker extradited to US for stealing $3.3 million from taxpayers 
Read more at Bleeping Computer 
 
MFA matters… But it isn’t enough on its own 
Read more at Bleeping Computer 

Financial Institutions 
Phishers Abuse Microsoft 365 to Spoof Internal Users 
Read more at DarkReading 
 
Tornado Cash sold crypto “privacy”; the US saw “money laundering.” 
Read more at Arstechnica 
 
Akira ransomware abuses CPU tuning tool to disable Microsoft Defender 
Read more at Bleeping Computer 

Healthcare 
Dialysis Firm Attack Affects 1 Million, Costs $13.5M to Date 
Read more at HealthcareInfoSecurity 

 

Family Health Center; NorthCare Settle Data Breach Lawsuits 
Read more at TheHIPAAJournal 

Other 
Google suffers data breach in ongoing Salesforce data theft attacks 
Read more at Bleeping Computer 
 
Researchers Uncover ECScape Flaw in Amazon ECS Enabling Cross-Task Credential Theft 
Read more at TheHackerNews 

https://thehackernews.com/2025/08/cisa-adds-3-d-link-router-flaws-to-kev.html
https://thehackernews.com/2025/08/cert-ua-warns-of-hta-delivered-c.html
https://www.bleepingcomputer.com/news/security/hacker-extradited-to-us-for-stealing-33-million-from-taxpayers/
https://www.bleepingcomputer.com/news/security/mfa-matters-but-it-isnt-enough-on-its-own/
https://www.darkreading.com/cyber-risk/phishers-abuse-m365-direct-send-to-spoof-internal-users
https://arstechnica.com/tech-policy/2025/08/tornado-cash-sold-crypto-privacy-the-us-saw-money-laundering-a-jury-isnt-sure-what-to-think/
https://www.bleepingcomputer.com/news/security/akira-ransomware-abuses-cpu-tuning-tool-to-disable-microsoft-defender/
https://www.healthcareinfosecurity.com/dialysis-firm-attack-affects-1-million-costs-135m-to-date-a-29139
https://www.hipaajournal.com/family-health-center-northcare-data-breach-settlements/
https://www.bleepingcomputer.com/news/security/google-suffers-data-breach-in-ongoing-salesforce-data-theft-attacks/
https://thehackernews.com/2025/08/researchers-uncover-ecscape-flaw-in.html
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News from Wednesday August 06, 2025 
(Reported on Thursday August 07, 2025) 

 
Critical Zero-Day Bugs Crack Open CyberArk, HashiCorp Password Vaults 
Read more at DarkReading 
 
'ReVault' Security Flaws Impact Millions of Dell Laptops 
Read more at DarkReading 
 
Attackers Exploit Critical Trend Micro Apex One Zero-Day Flaw 
Read more at DarkReading 
 
New Ghost Calls tactic abuses Zoom and Microsoft Teams for C2 operations 
Read more at Bleeping Computer 
 
WhatsApp adds new security feature to protect against scams 
Read more at Bleeping Computer 
 
AI Slashes Workloads for vCISOs by 68% as SMBs Demand More – New Report Reveals 
Read more at TheHackerNews 
 
Microsoft Launches Project Ire to Autonomously Classify Malware Using AI Tools 
Read more at TheHackerNews 
 
Who Got Arrested in the Raid on the XSS Crime Forum? 
Read more at Krebs on Security 

 

https://www.darkreading.com/cybersecurity-operations/critical-zero-day-bugs-cyberark-hashicorp-password-vaults
https://www.darkreading.com/vulnerabilities-threats/revault-security-flaws-dell-laptops
https://www.darkreading.com/vulnerabilities-threats/attackers-exploit-trend-micro-apex-one-zero-day-flaw
https://www.bleepingcomputer.com/news/security/new-ghost-calls-tactic-abuses-zoom-and-microsoft-teams-for-c2-operations/
https://www.bleepingcomputer.com/news/security/whatsapp-adds-new-security-feature-to-protect-against-scams/
https://thehackernews.com/2025/08/ai-slashes-workloads-for-vcisos-by-68.html
https://thehackernews.com/2025/08/microsoft-launches-project-ire-to.html
https://krebsonsecurity.com/2025/08/who-got-arrested-in-the-raid-on-the-xss-crime-forum/

