Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday August 11, 2025

(Reported on Tuesday August 12, 2025)

Government
Ghanaians Extradited to Face US Romance Scam and BEC Charges
Read more at GovInfoSecurity

Netherlands: Citrix Netscaler flaw CVE-2025-6543 exploited to breach orgs
Read more at Bleeping Computer

Financial Institutions
GPT-5 Launch Meets With Praise, User Pushback and Price Wars
Read more at BankinfoSecurity

How Insurers Use Threat Intelligence to Reduce Losses
Read more at BanklInfoSecurity

Healthcare
Pediatric Practice, IT Vendor Settle $5.15M Breach Suit
Read more at HealthcarelnfoSecurity

OCR Publishes New and Updated HIPAA Privacy Rule Guidance
Read more at TheHIPAAJournal

Other
Researchers Spot Surge in Erlang/OTP SSH RCE Exploits, 70% Target OT Firewalls
Read more at TheHackerNews

BlackSuit Ransomware Takes an Infrastructure Hit From Law Enforcement
Read more at DarkReading

Microsoft tests cloud-based Windows 365 disaster recovery PCs
Read more at Bleeping Computer

North Korean Kimsuky hackers exposed in alleged data breach
Read more at Bleeping Computer

GitHub will be folded into Microsoft proper as CEO steps down
Read more at Arstechnica
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https://www.govinfosecurity.com/ghanaians-extradited-to-face-us-romance-scam-bec-charges-a-29177
https://www.bleepingcomputer.com/news/security/netherlands-citrix-netscaler-flaw-cve-2025-6543-exploited-to-breach-orgs/
https://www.bankinfosecurity.com/gpt-5-launch-meets-praise-user-pushback-price-wars-a-29175
https://www.bankinfosecurity.com/how-insurers-use-threat-intelligence-to-reduce-losses-a-29180
https://www.healthcareinfosecurity.com/pediatric-practice-vendor-settle-515m-breach-suit-a-29181
https://www.hipaajournal.com/ocr-releases-new-updated-faq-hipaa-privacy-rule/
https://thehackernews.com/2025/08/researchers-spot-surge-in-erlangotp-ssh.html
https://www.darkreading.com/vulnerabilities-threats/blacksuit-ransomware-infrastructure-law-enforcement
https://www.bleepingcomputer.com/news/microsoft/microsoft-tests-cloud-based-windows-365-disaster-recovery-pcs/
https://www.bleepingcomputer.com/news/security/north-korean-kimsuky-hackers-exposed-in-alleged-data-breach/
https://arstechnica.com/gadgets/2025/08/github-will-be-folded-into-microsoft-proper-as-ceo-steps-down/

News from Monday August 11, 2025
(Reported on Tuesday August 12, 2025)

New TETRA Radio Encryption Flaws Expose Law Enforcement Communications
Read more at TheHackerNews

Echo Chamber, Prompts Used to Jailbreak GPT-5 in 24 Hours
Read more at DarkReading
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https://thehackernews.com/2025/08/new-tetra-radio-encryption-flaws-expose.html
https://www.darkreading.com/cyberattacks-data-breaches/echo-chamber-prompts-jailbreak-gpt-5-24-hours

