Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday August 13, 2025

(Reported on Thursday August 14, 2025)

Government
CISA and Partners Release Asset Inventory Guidance for Operational Technology Owners and
Operators
Read more at Cisa.gov

Al Fuels Increase in Ransomware Attacks Against Schools
Read more at Edweek.org

Minnesota City of St. Paul Continues Ransomware Response
Read more at GovInfoSecurity

Financial Institutions
New York AG Sues Zelle Over Alleged Poor Cybersecurity
Read more at BankInfoSecurity

Trio Arrested In $68K Power Credit Union ATM Heist Linked To Multi-State Crime Spree
Read more at CUtoday.info

Healthcare
Data Theft From Dutch Cancer Screening Lab Affects 485,000
Read more at HealthcarelnfoSecurity

Heartland Alliance Agrees to Data Breach Settlement
Read more at TheHIPAAJournal

Other
Humanizing Al: Empowering people, not replacing them
Read at CIO.com

New PS1Bot Malware Campaign Uses Malvertising to Deploy Multi-Stage In-Memory Attacks
Read more at TheHackerNews

Growth in cybersecurity budget slows this year
Read more at CFO.com
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https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-and-partners-release-asset-inventory-guidance-operational-technology-owners-and-operators
https://www.edweek.org/technology/ai-fuels-increase-in-ransomware-attacks-against-schools/2025/08
https://www.govinfosecurity.com/minnesota-city-st-paul-continues-ransomware-response-a-29211
https://www.bankinfosecurity.com/new-york-ag-sues-zelle-over-alleged-poor-cybersecurity-a-29218
https://www.cutoday.info/Fresh-Today/Trio-Arrested-In-68K-Power-Credit-Union-ATM-Heist-Linked-To-Multi-State-Crime-Spree
https://www.healthcareinfosecurity.com/data-theft-from-dutch-cancer-screening-lab-affects-485000-a-29199
https://www.hipaajournal.com/heartland-alliance-data-breach-settlementch-settlement/
https://www.cio.com/article/4036849/humanizing-ai-empowering-people-not-replacing-them.html
https://thehackernews.com/2025/08/new-ps1bot-malware-campaign-uses.html
https://www.cfo.com/news/growth-in-cybersecurity-budget-slows-this-year/757507/

News from Wednesday August 13, 2025
(Reported on Thursday August 14, 2025)

Charon Ransomware Emerges With APT-Style Tactics
Read more at Darkreading

Zoom and Xerox Release Critical Security Updates Fixing Privilege Escalation and RCE Flaws
Read more at TheHackerNews

Fortinet Warns About FortiSIEM Vulnerability (CVE-2025-25256) With In-the-Wild Exploit Code
Read more at TheHackerNews
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https://www.darkreading.com/threat-intelligence/charon-ransomware-apt-tactics
https://thehackernews.com/2025/08/zoom-and-xerox-release-critical.html
https://thehackernews.com/2025/08/fortinet-warns-about-fortisiem.html

