
                                                                                      

Tyler Technologies, Inc. Page | 1  
 

Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday August 15, 2025, through Sunday August 17, 2025 
(Reported on Monday August 18, 2025) 

Government 
CISA Releases Thirty-Two Industrial Control Systems Advisories 
Read more at CISA.gov 

 

US Sanctions Crypto Exchange Tied to Russian Ransomware 
Read more at GovInfoSecurity 

Financial Institutions 
ERMAC V3.0 Banking Trojan Source Code Leak Exposes Full Malware Infrastructure 
Read more at TheHackerNews 
 
U.S. Sanctions Garantex and Grinex Over $100M in Ransomware-Linked Illicit Crypto Transactions 
Read more at TheHackerNews 

Healthcare 
Healthplex Settles Alleged Cybersecurity Failures with NYDFS for $2 Million 
Read more at TheHIPAAJournal 
 

Arizona Orthopedics Practice Announces Data Breach 
Read more at TheHIPAAJournal 

Other 
Researcher to release exploit for full auth bypass on FortiWeb 
Read more at Bleeping Computer 
 
Microsoft Teams to protect against malicious URLs, dangerous file types 
Read more at Bleeping Computer 
 
Colt Telecom attack claimed by WarLock ransomware, data up for sale 
Read more at Bleeping Computer 
 
SNI5GECT: Sniffing and Injecting 5G Traffic Without Rogue Base Stations, (Thu, Aug 14th) 
Read more at SANS 
 
Cisco Warns of CVSS 10.0 FMC RADIUS Flaw Allowing Remote Code Execution 
Read more at TheHackerNews 

https://www.cisa.gov/news-events/alerts/2025/08/14/cisa-releases-thirty-two-industrial-control-systems-advisories
https://www.govinfosecurity.com/us-sanctions-crypto-exchange-tied-to-russian-ransomware-a-29230
https://thehackernews.com/2025/08/ermac-v30-banking-trojan-source-code.html
https://thehackernews.com/2025/08/us-sanctions-garantex-and-grinex-over.html
https://www.hipaajournal.com/healthplex-settlement-nydfs-2-million/
https://www.hipaajournal.com/arizona-orthopedics-practice-data-breach/
https://www.bleepingcomputer.com/news/security/researcher-to-release-exploit-for-full-auth-bypass-on-fortiweb/
https://www.bleepingcomputer.com/news/security/microsoft-teams-to-protect-against-malicious-urls-dangerous-file-types/
https://www.bleepingcomputer.com/news/security/colt-telecom-attack-claimed-by-warlock-ransomware-data-up-for-sale/
https://isc.sans.edu/diary/rss/32202
https://thehackernews.com/2025/08/cisco-warns-of-cvss-100-fmc-radius-flaw.html
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News from Friday August 15, 2025, through Sunday August 17, 2025 
(Reported on Monday August 18, 2025) 

 
Mobile Phishers Target Brokerage Accounts in ‘Ramp and Dump’ Cashout Scheme 
Read more at Krebs on Security 

 

https://krebsonsecurity.com/2025/08/mobile-phishers-target-brokerage-accounts-in-ramp-and-dump-cashout-scheme/

