Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday August 18, 2025

(Reported on Tuesday August 19, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Ballooning PolarEdge Botnet a Suspected Cyberespionage Op
Read more at GovInfoSecurity

Internet-wide Vulnerability Enables Giant DDoS Attacks
Read more at DarkReading

Financial Institutions
Cisco Patches Maximum-Severity Firewall Flaw
Read more at BankInfoSecurity

Banking Groups Blast Fintech Coalition Over Push For ‘Free Ride’ On Consumer Data Access
Read more at CUtoday.info

Nebraska man gets 1 year in prison for $3.5M cryptojacking scheme
Read more at Bleeping Computer

Healthcare
Accounting Firm Pays Feds $175K for HIPAA Ransomware Breach
Read more at HealthcarelnfoSecurity

Large Vision Care Provider Announced Breach of Patient Data
Read more at TheHIPAAJournal

Other
Microsoft: Recent Windows updates may fail to install via WUSA
Read more at Bleeping Computer

HR giant Workday discloses data breach after Salesforce attack
Read more at Bleeping Computer

Keeping an Eye on MFA-Bombing Attacks, (Mon, Aug 18th)
Read more at SANS
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https://www.cisa.gov/news-events/alerts/2025/08/18/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/ballooning-polaredge-botnet-suspected-cyberespionage-op-a-29246
https://www.darkreading.com/vulnerabilities-threats/internet-wide-vulnerability-giant-ddos-attacks
https://www.bankinfosecurity.com/cisco-patches-maximum-severity-firewall-flaw-a-29250
https://www.cutoday.info/Fresh-Today/Banking-Groups-Blast-Fintech-Coalition-Over-Push-For-Free-Ride-On-Consumer-Data-Access
https://www.bleepingcomputer.com/news/security/nebraska-man-gets-1-year-in-prison-for-35m-cryptojacking-scheme/
https://www.healthcareinfosecurity.com/accounting-firm-pays-feds-175k-for-hipaa-ransomware-breach-a-29248
https://www.hipaajournal.com/cei-vision-partners-data-breach/
https://www.bleepingcomputer.com/news/microsoft/microsoft-windows-11-windows-server-2025-updates-may-fail-from-network-shares/
https://www.bleepingcomputer.com/news/security/hr-giant-workday-discloses-data-breach-amid-salesforce-attacks/
https://isc.sans.edu/diary/rss/32208

News from Monday August 18, 2025
(Reported on Tuesday August 19, 2025)

Malicious PyPl and npm Packages Discovered Exploiting Dependencies in Supply Chain Attacks
Read more at TheHackerNews

Workday Breach Likely Linked to ShinyHunters Salesforce Attacks
Read more at DarkReading

Defending Against Cloud Threats Across Multicloud Environments
Read more at DarkReading

How Evolving RATs Are Redefining Enterprise Security Threats
Read more at DarkReading
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https://thehackernews.com/2025/08/malicious-pypi-and-npm-packages.html
https://www.darkreading.com/application-security/workday-breach-shinyhunters-salesforce-attacks
https://www.darkreading.com/cloud-security/defending-against-cloud-threats-across-multi-cloud-environments
https://www.darkreading.com/cyberattacks-data-breaches/evolving-rats-redefine-enterprise-security-threats

