Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday August 20, 2025

(Reported on Thursday August 21, 2025)

Government
Russian Hackers Accused in Wave of Water Sector Cyberattacks
Read more at GovInfoSecurity

FBI warns of Russian hackers exploiting 7-year-old Cisco flaw
Read more at Bleeping Computer

Financial Institutions
FDIC Advances Rule To Modernize Digital Deposit Signage For Banks
Read more at CUtoday.info

Feds Seize Powerful DDoS-for-Hire Service 'Rapper Botnet'
Read more at BanklInfoSecurity

Poker Pro Pleads Guilty In Scheme That Defrauded Credit Unions
Read more at CUtoday.info

Healthcare
Business Associate Data Breach Affects 87 Skilled Nursing Facilities
Read more at TheHIPAAJournal

Drug R&D Firm's IT, Data Encrypted in Alleged Qilin Attack
Read more at HealthcarelnfoSecurity

Mower County, MN Confirms HIPAA-Data Compromised in June Ransomware Attack
Read more at TheHIPAAJournal

Other
Al website builder Lovable increasingly abused for malicious activity
Read more at Bleeping Computer

Airtell Router Scans, and Mislabeled usernames, (Wed, Aug 20th)
Read more at SANS

Having recovery and/or SSD problems after recent Windows updates? You’re not alone.
Read more at Arstechnica
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https://www.govinfosecurity.com/russian-hackers-accused-in-wave-water-sector-cyberattacks-a-29264
https://www.bleepingcomputer.com/news/security/fbi-warns-of-russian-hackers-exploiting-cisco-flaw-in-critical-infrastructure-attacks/
https://www.cutoday.info/Fresh-Today/FDIC-Advances-Rule-To-Modernize-Digital-Deposit-Signage-For-Banks
https://www.bankinfosecurity.com/feds-seize-powerful-ddos-for-hire-service-rapper-botnet-a-29259
https://www.cutoday.info/Fresh-Today/Poker-Pro-Pleads-Guilty-In-Scheme-That-Defrauded-Credit-Unions
https://www.hipaajournal.com/fundamental-administrative-services-data-breach/
https://www.healthcareinfosecurity.com/drug-rd-firms-it-data-encrypted-in-alleged-qilin-attack-a-29262
https://www.hipaajournal.com/mower-county-mn-confirms-hipaa-breach/
https://www.bleepingcomputer.com/news/security/ai-website-builder-lovable-increasingly-abused-for-malicious-activity/
https://isc.sans.edu/diary/rss/32216
https://arstechnica.com/gadgets/2025/08/having-recovery-and-or-ssd-problems-after-recent-windows-updates-youre-not-alone/

News from Wednesday August 20, 2025
(Reported on Thursday August 21, 2025)

Hackers steal Microsoft logins using legitimate ADFS redirects
Read more at Bleeping Computer

DOM-Based Extension Clickjacking Exposes Popular Password Managers to Credential and Data
Theft
Read more at TheHackerNews

Fake Employees Pose Real Security Risks
Read more at DarkReading

Major password managers can leak logins in clickjacking attacks
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/hackers-steal-microsoft-logins-using-legitimate-adfs-redirects/
https://thehackernews.com/2025/08/dom-based-extension-clickjacking.html
https://www.darkreading.com/cyberattacks-data-breaches/fake-employees-pose-real-security-risks
https://www.bleepingcomputer.com/news/security/major-password-managers-can-leak-logins-in-clickjacking-attacks/

