Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday August 21, 2025

(Reported on Friday August 22, 2025)

Government
CISA Releases Three Industrial Control Systems Advisories
Read more at Cisa.gov

Russian Hackers Hitting Critical Infrastructure, FBI Warns
Read more at GovInfoSecurity

K-12 School Incident Response Plans Fall Short
Read more at DarkReading

CISA Releases Three Industrial Control Systems Advisories
Read more at Cisa.gov

Financial Institutions
Cryptohack Roundup: New York Man, Firm to Pay $228M in Ponzi Scheme
Read more at BanklInfoSecurity

Fed Chair Warns Of Shifting Risks, Offers Tepid Signal On Policy Easing
Read more at CUtoday.info

Al Models Resize Photos and Open Door to Hacking
Read more at BanklInfoSecurity

Healthcare
Rural Health System in Michigan Notifying 140,000 of Hack
Read more at HealthcarelnfoSecurity

DaVita Confirms 2.7 Million Individuals Affected by Ransomware Attack
Read more at The HIPAA Journal

Other
Apple Patches CVE-2025-43300 Zero-Day in iOS, iPadOS, and macOS Exploited in Targeted Attacks
Read more at TheHackerNews

Pre-Auth Exploit Chains Found in Commvault Could Enable Remote Code Execution Attacks
Read more at TheHackerNews
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https://www.cisa.gov/news-events/alerts/2025/08/21/cisa-releases-three-industrial-control-systems-advisories
https://www.govinfosecurity.com/russian-hackers-hitting-critical-infrastructure-fbi-warns-a-29268
https://www.darkreading.com/endpoint-security/without-preparedness-k-12-school-incident-plans-fall-short
https://www.cisa.gov/news-events/alerts/2025/08/21/cisa-releases-three-industrial-control-systems-advisories
https://www.bankinfosecurity.com/cryptohack-roundup-new-york-man-firm-to-pay-228m-in-ponzi-scheme-a-29269
https://www.cutoday.info/Fresh-Today/Fed-Chair-Warns-Of-Shifting-Risks-Offers-Tepid-Signal-On-Policy-Easing
https://www.bankinfosecurity.com/ai-models-resize-photos-open-door-to-hacking-a-29276
https://www.healthcareinfosecurity.com/rural-health-system-in-michigan-notifying-140000-hack-a-29279
https://www.hipaajournal.com/davita-ransomware-attack/
https://thehackernews.com/2025/08/apple-patches-cve-2025-43300-zero-day.html
https://thehackernews.com/2025/08/pre-auth-exploit-chains-found-in.html

News from Thursday August 21, 2025
(Reported on Friday August 22, 2025)

Weak Passwords and Compromised Accounts: Key Findings from the Blue Report 2025
Read more at TheHackerNews

Hackers Using New QuirkyLoader Malware to Spread Agent Tesla, AsyncRAT and Snake Keylogger
Read more at TheHackerNews

Prepping the Front Line for MFA Social Engineering Attacks
Read more at DarkReading

Hacktivist Tied to Multiple Cyber Groups Sentenced to Jail
Read more at DarkReading

SIM-Swapper, Scattered Spider Hacker Gets 10 Years
Read more at Krebs on Security

Tyler Technologies, Inc.


https://thehackernews.com/2025/08/weak-passwords-and-compromised-accounts.html
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