Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday August 22, 2025 through Sunday August 24, 2025

(Reported on Monday August 25, 2025)

Government
CISA Requests Public Comment for Updated Guidance on Software Bill of Materials
Read more at Cisa.gov

INTERPOL Arrests 1,209 Cybercriminals Across 18 African Nations in Global Crackdown
Read more at TheHackerNews

CISA Seeks Input on SBOM Update to Tackle Real-World Gaps
Read more at GovInfoSecurity

Financial Institutions
Insurers May Limit Payments in Cases of Unpatched CVEs
Read more at DarkReading

Malicious Go Module Poses as SSH Brute-Force Tool, Steals Credentials via Telegram Bot
Read more at TheHackerNews

The end of an era: Properly formated IP addresses in all of our data., (Sun, Aug 24th)
Read more at SANS

Healthcare
July 2025 Healthcare Data Breach Report
Read more at The HIPAA Journal

Other
Fake Mac fixes trick users into installing new Shamos infostealer
Read more at Bleeping Computer

Microsoft: August Windows updates cause severe streaming issues
Read more at Bleeping Computer

Linux Malware Delivered via Malicious RAR Filenames Evades Antivirus Detection
Read more at TheHackerNews

Silk Typhoon Attacks North American Orgs in the Cloud
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https://www.cisa.gov/news-events/alerts/2025/08/22/cisa-requests-public-comment-updated-guidance-software-bill-materials
https://thehackernews.com/2025/08/interpol-arrests-1209-cybercriminals.html
https://www.govinfosecurity.com/cisa-seeks-input-on-sbom-update-to-tackle-real-world-gaps-a-29280
https://www.darkreading.com/cyber-risk/cyber-insurers-may-limit-payments-breaches-unpatched-cve
https://thehackernews.com/2025/08/malicious-go-module-poses-as-ssh-brute.html
https://isc.sans.edu/diary/rss/32228
https://www.hipaajournal.com/july-2025-healthcare-data-breach-report/
https://www.bleepingcomputer.com/news/security/fake-mac-fixes-trick-users-into-installing-new-shamos-infostealer/
https://www.bleepingcomputer.com/news/microsoft/microsoft-august-windows-updates-cause-severe-ndi-streaming-issues/
https://thehackernews.com/2025/08/linux-malware-delivered-via-malicious.html

News from Friday August 22, 2025 through Sunday August 24, 2025
(Reported on Monday August 25, 2025)

Read more at DarkReading

Apple Intelligence Is Picking Up More User Data Than Expected, Researcher Finds
Read more at DarkReading

Apple Patches Zero-Day Flaw Used in 'Sophisticated' Attack
Read more at DarkReading

Ex-Developer Jailed Four Years for Sabotaging Ohio Employer with Kill-Switch Malware
Read more at TheHackerNews

ReVault Flaw Exposed Millions of Dell Laptops to Malicious Domination
Read more at DarkReading

Personal Liability, Security Becomes Bigger Issues for CISOs
Read more at DarkReading
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https://www.darkreading.com/cloud-security/silk-typhoon-north-american-orgs-cloud
https://www.darkreading.com/endpoint-security/apple-intelligence-more-data-than-expected-researchers
https://www.darkreading.com/vulnerabilities-threats/apple-zero-day-flaw-sophisticated-attack
https://thehackernews.com/2025/08/ex-developer-jailed-four-years-for.html
https://www.darkreading.com/endpoint-security/revault-compromised-secure-soc
https://www.darkreading.com/cybersecurity-operations/personal-liability-security-becomes-bigger-issues-cisos

