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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday August 26, 2025 
(Reported on Wednesday August 27, 2025) 

Government 
Nevada State Offices Halt Services After Cyber Incident 
Read more at GovInfoSecurity 

 

CISA Releases Three Industrial Control Systems Advisories 
Read more at Cisa.gov 

 

Whistleblower: DOGE Made Live Copy of Social Security Data 
Read more at GovInfoSecurity 

 

CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

Financial Institutions 
1M Farmers Insurance Customers' Data Compromised 
Read more at DarkReading 
 
Salesloft breached to steal OAuth tokens for Salesforce data-theft attacks 
Read more at Bleeping Computer 

Healthcare 
When One Hospital Gets Ransomware, Others Feel the Pain 
Read more at DarkReading 
 
CISA Seeks Feedback on Updated Software Bill of Materials Guidance 
Read more at HIPAAJournal 

Other 
New Sni5Gect Attack Crashes Phones and Downgrades 5G to 4G without Rogue Base Station 
Read more at TheHackerNews 
 
DSLRoot, Proxies, and the Threat of ‘Legal Botnets’ 
Read more at Krebs on Security 
 
Getting a Better Handle on International Domain Names and Punycode, (Tue, Aug 26th) 
Read more at SANS 

https://www.govinfosecurity.com/nevada-state-offices-halt-services-after-cyber-incident-a-29290
https://www.cisa.gov/news-events/alerts/2025/08/26/cisa-releases-three-industrial-control-systems-advisories
https://www.govinfosecurity.com/whistleblower-doge-made-live-copy-social-security-data-a-29304
https://www.cisa.gov/news-events/alerts/2025/08/26/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.darkreading.com/cyberattacks-data-breaches/farmers-insurance-data-compromised
https://www.bleepingcomputer.com/news/security/salesloft-breached-to-steal-oauth-tokens-for-salesforce-data-theft-attacks/
https://www.darkreading.com/cybersecurity-operations/hospital-gets-ransomware-others-feel-pain
https://www.hipaajournal.com/cisa-feedback-updated-sbom-guidance/
https://thehackernews.com/2025/08/new-sni5gect-attack-crashes-phones-and.html
https://krebsonsecurity.com/2025/08/dslroot-proxies-and-the-threat-of-legal-botnets/
https://isc.sans.edu/diary/rss/32234
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News from Tuesday August 26, 2025 
(Reported on Wednesday August 27, 2025) 

 
Citrix Patches Three NetScaler Flaws, Confirms Active Exploitation of CVE-2025-7775 
Read more at TheHackerNews 

 

https://thehackernews.com/2025/08/citrix-patches-three-netscaler-flaws.html

