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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday September 02, 2025 
(Reported on Wednesday September 03, 2025) 

Government 
CISA Releases Four Industrial Control Systems Advisories 
Read more at Cisa.gov 

 
Navy Federal Credit Union Backup Exposed Online 
Read more at GovInfoSecurity 
 
CISA Adds Two Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

Financial Institutions 
Cyberattack Hits Carter Federal Credit Union; Nearly 70,000 Individuals Impacted 
Read more at CUtoday.info 

 

Hackers breach fintech firm in attempted $130M bank heist 
Read more at Bleeping Computer 
 
America’s Credit Unions: GLBA Should Remain Model For Future Federal Data Security, Privacy 
Rules 
Read more at CUtoday.info 

Healthcare 
Senators Demand Answers from UHG on Aggressive Loan Repayment Tactics Following 
Cyberattack 
Read more at TheHIPAAJournal 

 
Hacks on Specialty Health Entities Affect Nearly 900,000 
Read more at HealthcareInfoSecurity 

Other 
Cloudflare hit by data breach in Salesloft Drift supply chain attack 
Read more at Bleeping Computer 
 
Google says Gmail security is “strong and effective” as it denies major breach 
Read more at Arstechnica 

https://www.cisa.gov/news-events/alerts/2025/09/02/cisa-releases-four-industrial-control-systems-advisories
https://www.govinfosecurity.com/navy-federal-credit-union-backup-exposed-online-a-29346
https://www.cisa.gov/news-events/alerts/2025/09/02/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cutoday.info/Fresh-Today/Cyberattack-Hits-Carter-Federal-Credit-Union-Nearly-70-000-Individuals-Impacted
https://www.bleepingcomputer.com/news/security/hackers-breach-fintech-firm-in-attempted-130m-bank-heist/
https://www.cutoday.info/Fresh-Today/America-s-Credit-Unions-GLBA-Should-Remain-Model-For-Future-Federal-Data-Security-Privacy-Rules
https://www.hipaajournal.com/senators-demand-answers-uhg-aggressive-loan-repayment-tactics/
https://www.healthcareinfosecurity.com/hacks-on-specialty-health-entities-affect-nearly-900000-a-29349
https://www.bleepingcomputer.com/news/security/cloudflare-hit-by-data-breach-in-salesloft-drift-supply-chain-attack/
https://arstechnica.com/gadgets/2025/09/google-says-reports-of-massive-gmail-data-breach-are-entirely-false/
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News from Tuesday September 02, 2025 
(Reported on Wednesday September 03, 2025) 

 
Lazarus Group Expands Malware Arsenal With PondRAT, ThemeForestRAT, and RemotePE 
Read more at TheHackerNews 
 
WordPress Woes Continue Amid ClickFix Attacks, TDS Threats 
Read more at DarkReading 
 
Researchers Warn of MystRodX Backdoor Using DNS and ICMP Triggers for Stealthy Control 
Read more at TheHackerNews 
 
Amazon Stymies APT29 Credential Theft Campaign 
Read more at DarkReading 

 

https://thehackernews.com/2025/09/lazarus-group-expands-malware-arsenal.html
https://www.darkreading.com/vulnerabilities-threats/wordpress-woes-clickfix-attacks-tds-threats
https://thehackernews.com/2025/09/researchers-warn-of-mystrodx-backdoor.html
https://www.darkreading.com/cyberattacks-data-breaches/amazon-apt29-credential-theft-campaign

