Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday September 03, 2025

(Reported on Thursday September 04, 2025)

Government
US offers $10 million bounty for info on Russian FSB hackers
Read more at Bleeping Computer

CISA Adds TP-Link and WhatsApp Flaws to KEV Catalog Amid Active Exploitation
Read more at TheHackerNews

US sues robot toy maker for exposing children's data to Chinese devs
Read more at Bleeping Computer

CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Financial Institutions
Hackers Grab $130M Using Brazil's Real-Time Payment System
Read more at BankinfoSecurity

As More U.S. Consumers Struggle With Rising Prices, Many Turn to Artificial Intelligence for
Financial Advice
Read more at CUtoday.info

Judge Orders $228M Restitution In EminiFX Ponzi Case
Read more at CUtoday.info

Healthcare
Morris Hospital Agrees to $1.36M Class Action Data Breach Settlement
Read more at TheHIPAAJournal

Bridging Cybersecurity and Biosecurity With Threat Modeling
Read more at HealthcarelnfoSecurity

Other
Android Security Alert: Google Patches 120 Flaws, Including Two Zero-Days Under Attack
Read more at TheHackerNews

Salesloft Takes Drift Offline After OAuth Token Theft Hits Hundreds of Organizations
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News from Wednesday September 03, 2025
(Reported on Thursday September 04, 2025)

Read more at TheHackerNews

WhatsApp Bug Anchors Targeted Zero-Click iPhone Attacks
Read more at DarkReading

Police disrupts Streameast, largest pirated sports streaming network
Read more at Bleeping Computer

Google fixes actively exploited Android flaws in September update
Read more at Bleeping Computer

Detecting Data Leaks Before Disaster
Read more at TheHackerNews

Cloudflare Holds Back the Tide on 11.5Tbps DDoS Attack
Read more at DarkReading

Hacked Routers Linger on the Internet for Years, Data Shows
Read more at DarkReading

Tyler Technologies, Inc.
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