Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday September 08, 2025

(Reported on Tuesday September 09, 2025)

Government
Flattery Can Make Al Chatbots Break the Rules
Read more at GovInfoSecurity

Hackers Promote Gambling Websites With SEO Poisoning
Read more at GovInfoSecurity

Financial Institutions
Surge in networks scans targeting Cisco ASA devices raise concerns
Read more at Bleeping Computer

18 Popular Code Packages Hacked, Rigged to Steal Crypto
Read more at Krebs on Security

Healthcare
Department of Labor Confirms Key Rulemaking Initiatives
Read more at TheHIPAAJournal

Georgia Hospital Notifying 163,000 of 2024 Ransomware Hack
Read more at HealthcarelnfoSecurity

Other
Signal adds secure cloud backups to save and restore chats
Read more at Bleeping Computer

Hackers hijack npm packages with 2 billion weekly downloads in supply chain attack
Read more at Bleeping Computer

HTTP Request Signatures, (Mon, Sep 8th)
Read more at SANS

GitHub Account Compromise Led to Salesloft Drift Breach Affecting 22 Companies
Read more at TheHackerNews

'MostereRAT' Malware Blends In, Blocks Security Tools
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https://www.govinfosecurity.com/flattery-make-ai-chatbots-break-rules-a-29386
https://www.govinfosecurity.com/hackers-promote-gambling-websites-seo-poisoning-a-29389
https://www.bleepingcomputer.com/news/security/surge-in-networks-scans-targeting-cisco-asa-devices-raise-concerns/
https://krebsonsecurity.com/2025/09/18-popular-code-packages-hacked-rigged-to-steal-crypto/
https://www.hipaajournal.com/department-of-labor-confirms-key-rulemaking-initiatives/
https://www.govinfosecurity.com/georgia-hospital-notifying-163000-2024-ransomware-hack-a-29388
https://www.bleepingcomputer.com/news/security/signal-adds-secure-cloud-backups-to-save-and-restore-chats/
https://www.bleepingcomputer.com/news/security/hackers-hijack-npm-packages-with-2-billion-weekly-downloads-in-supply-chain-attack/
https://isc.sans.edu/diary/rss/32266
https://thehackernews.com/2025/09/github-account-compromise-led-to.html

News from Monday September 08, 2025
(Reported on Tuesday September 09, 2025)

Read more at DarkReading

Sports streaming piracy service with 123M yearly visits shut down
Read more at Bleeping Computer

Salesloft: March GitHub repo breach led to Salesforce data theft attacks
Read more at Bleeping Computer

GPUGate Malware Uses Google Ads and Fake GitHub Commits to Target IT Firms
Read more at TheHackerNews

You Didn’t Get Phished — You Onboarded the Attacker
Read more at TheHackerNews

Salesloft Breached via GitHub Account Compromise
Read more at DarkReading

The Critical Failure in Vulnerability Management
Read more at DarkReading

45 New Domains Linked to Salt Typhoon, UNC4841
Read more at DarkReading
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https://www.darkreading.com/cyberattacks-data-breaches/mostererat-blocks-security-tools
https://www.bleepingcomputer.com/news/security/massive-calcio-sports-streaming-piracy-service-with-123m-yearly-visits-shut-down/
https://www.bleepingcomputer.com/news/security/salesloft-march-github-repo-breach-led-to-salesforce-data-theft-attacks/
https://thehackernews.com/2025/09/gpugate-malware-uses-google-ads-and.html
https://thehackernews.com/2025/09/you-didnt-get-phished-you-onboarded.html
https://www.darkreading.com/cyberattacks-data-breaches/salesloft-breached-github-account-compromise
https://www.darkreading.com/vulnerabilities-threats/the-critical-failure-in-vulnerability-management
https://www.darkreading.com/threat-intelligence/new-domains-salt-typhoon-unc4841

