Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday September 09, 2025

(Reported on Wednesday September 10, 2025)

Government
CISA Releases Fourteen Industrial Control Systems Advisories
Read more at Cisa.gov

US Feds Indict LockerGoga and MegaCortex Ransomware Hacker
Read more at GovInfoSecurity

Financial Institutions

SOC Agents: The New Al Gamble
Read more at BankiInfoSecurity

New OCC Measures Target Debanking, Stress Objective Risk Standards
Read more at CUtoday.info

Here's What Blocks In-Progress Ransomware Attacks the Best
Read more at BankinfoSecurity

Healthcare
NY Blood Center Says Data Was Stolen in January Attack
Read more at HealthcarelnfoSecurity

HHS Releases Updated Security Risk Assessment Tool
Read more at TheHIPAAJournal

Hand-Tool Maker Says Hack Compromised Medical Info
Read more at HealthcarelnfoSecurity

Other
Windows 10 KB5065429 update includes 14 changes and fixes
Read more at Bleeping Computer

Claude’s new Al file creation feature ships with deep security risks built in
Read more at Arstechnica

Axios Abuse and Salty 2FA Kits Fuel Advanced Microsoft 365 Phishing Attacks
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https://www.cisa.gov/news-events/alerts/2025/09/09/cisa-releases-fourteen-industrial-control-systems-advisories
https://www.govinfosecurity.com/us-feds-indict-lockergoga-megacortex-ransomware-hacker-a-29397
https://www.bankinfosecurity.com/soc-agents-new-ai-gamble-a-29395
https://www.cutoday.info/Fresh-Today/New-OCC-Measures-Target-Debanking-Stress-Objective-Risk-Standards
https://www.bankinfosecurity.com/heres-what-blocks-in-progress-ransomware-attacks-best-a-29393
https://www.healthcareinfosecurity.com/ny-blood-center-says-data-was-stolen-in-january-attack-a-29390
https://www.hipaajournal.com/hhs-updated-security-risk-assessment-tool-3-6/
https://www.healthcareinfosecurity.com/hand-tool-maker-says-hack-compromised-medical-info-a-29398
https://www.bleepingcomputer.com/news/security/windows-10-kb5065429-update-includes-14-changes-and-fixes/
https://arstechnica.com/information-technology/2025/09/anthropics-new-claude-feature-can-leak-data-users-told-to-monitor-chats-closely/

News from Tuesday September 09, 2025
(Reported on Wednesday September 10, 2025)

Read more at TheHackerNews

EoP Flaws Again Lead Microsoft Patch Day
Read more at DarkReading

Microsoft Patch Tuesday, September 2025 Edition
Read more at Krebs on Security

Hackers hide behind Tor in exposed Docker API breaches
Read more at Bleeping Computer

SAP warns of high-severity vulnerabilities in multiple products
Read more at Arstechnica

RatOn Android Malware Detected With NFC Relay and ATS Banking Fraud Capabilities
Read more at TheHackerNews

Is the Browser Becoming the New Endpoint?
Read more at DarkReading
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https://thehackernews.com/2025/09/axios-abuse-and-salty-2fa-kits-fuel.html
https://www.darkreading.com/application-security/eop-flaws-again-lead-microsoft-patch-day
https://krebsonsecurity.com/2025/09/microsoft-patch-tuesday-september-2025-edition/
https://www.bleepingcomputer.com/news/security/hackers-hide-behind-tor-in-exposed-docker-api-breaches/
https://arstechnica.com/security/2025/09/as-hackers-exploit-one-high-severity-sap-flaw-company-warns-of-3-more/
https://thehackernews.com/2025/09/raton-android-malware-detected-with-nfc.html
https://www.darkreading.com/endpoint-security/browser-becoming-new-endpoint

