Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday September 10, 2025

(Reported on Thursday September 11, 2025)

Government
Pentagon Releases Long-Awaited Contractor Cybersecurity Rule
Read more at GovInfoSecurity

Chinese Hackers Allegedly Pose as US Lawmaker
Read more at DarkReading

Chinese APT Deploys EggStreme Fileless Malware to Breach Philippine Military Systems
Read more at TheHackerNews

Financial Institutions
Money Mule Networks Surge 168% Fueling Digital Banking Fraud
Read more at BankinfoSecurity

Fraud Losses Multiply Costs for Credit Unions and Other Financial Institutions, LexisNexis Reports
Read more at CUtoday.info

Healthcare
Feds Release Updated HIPAA Security Risk Analysis Tool
Read more at HealthcarelnfoSecurity

Data Breaches Announced by Washington, Florida, and Minnesota Healthcare Providers
Read more at TheHIPAAJournal

Other
Pixel 10 fights Al fakes with new Android photo verification tech
Read more at Bleeping Computer

BASEG64 Over DNS, (Wed, Sep 10th)
Read more at SANS

CHILLYHELL macOS Backdoor and ZynorRAT RAT Threaten macOS, Windows, and Linux Systems
Read more at TheHackerNews

The Quiet Revolution in Kubernetes Security
Read more at DarkReading
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https://www.govinfosecurity.com/pentagon-releases-long-awaited-contractor-cybersecurity-rule-a-29413
https://www.darkreading.com/cybersecurity-operations/chinese-hackers-allegedly-pose-us-lawmaker
https://thehackernews.com/2025/09/chinese-apt-deploys-eggstreme-fileless.html
https://www.bankinfosecurity.com/money-mule-networks-surge-168-fueling-digital-banking-fraud-a-29406
https://www.cutoday.info/THE-feature/Fraud-Losses-Multiply-Costs-for-Credit-Unions-and-Other-Financial-Institutions-LexisNexis-Reports
https://www.healthcareinfosecurity.com/feds-release-updated-hipaa-security-risk-analysis-tool-a-29411
https://www.hipaajournal.com/data-breaches-washington-florida-minnesota-healthcare-providers/
https://www.bleepingcomputer.com/news/security/pixel-10-fights-ai-fakes-with-new-android-photo-verification-tech/
https://isc.sans.edu/diary/rss/32274
https://thehackernews.com/2025/09/chillyhell-macos-backdoor-and-zynorrat.html
https://www.darkreading.com/vulnerabilities-threats/quiet-revolution-kubernetes-security

News from Wednesday September 10, 2025
(Reported on Thursday September 11, 2025)

DDoS defender targeted in 1.5 Bpps denial-of-service attack
Read more at Bleeping Computer

Senator blasts Microsoft for making default Windows vulnerable to “Kerberoasting”
Read more at Arstechnica
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https://www.bleepingcomputer.com/news/security/ddos-defender-targeted-in-15-bpps-denial-of-service-attack/
https://arstechnica.com/security/2025/09/senator-blasts-microsoft-for-making-default-windows-vulnerable-to-kerberoasting/

