Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday September 11, 2025

(Reported on Friday September 12, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

CISA Unveiled a New Vision for the CVE Program. Can It Work?
Read more at GovInfoSecurity

Financial Institutions
HybridPetya Crypto-Locker Outsmarts UEFI Secure Boot
Read more at BanklInfoSecurity

Credit Union To Enter Crypto Arena: St. Cloud Financial Plans To Launch Stablecoin
Read more at CUtoday.info

The US is now the largest investor in commercial spyware
Read more at Arstechnica

Healthcare
R1 RCM & Dignity Health to Pay $675,000 to Settle Data Breach Lawsuit
Read more at The HIPAA Journal

Feds Offer $10 Million Reward for Ransomware Administrator Who Attacked U.S. Healthcare Orgs
Read more at HIPAAJournal

Other
U.S. Senator accuses Microsoft of “gross cybersecurity negligence”
Read more at Bleeping Computer

DShield SIEM Docker Updates, (Wed, Sep 10th)
Read more at SANS

Google Pixel 10 Adds C2PA Support to Verify Al-Generated Media Authenticity
Read more at TheHackerNews
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https://www.cisa.gov/news-events/alerts/2025/09/11/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/cisa-unveiled-new-vision-for-cve-program-work-a-29424
https://www.bankinfosecurity.com/hybridpetya-crypto-locker-outsmarts-uefi-secure-boot-a-29437
https://www.cutoday.info/site/Fresh-Today/Credit-Union-To-Enter-Crypto-Arena-St.-Cloud-Financial-Plans-To-Launch-Stablecoin
https://arstechnica.com/security/2025/09/the-us-is-now-the-largest-investor-in-commercial-spyware/
https://www.hipaajournal.com/r1-rcm-dignity-health-data-breach-settlement/
https://www.hipaajournal.com/feds-10-million-reward-nefilim-megacortex-lockergaga-admin/
https://www.bleepingcomputer.com/news/security/us-senator-accuses-microsoft-of-gross-cybersecurity-negligence/
https://isc.sans.edu/diary/rss/32276
https://thehackernews.com/2025/09/google-pixel-10-adds-c2pa-support-to.html

News from Thursday September 11, 2025
(Reported on Friday September 12, 2025)

Microsoft fixes Exchange Online outage affecting users worldwide
Read more at Bleeping Computer

Senator Wyden Urges FTC to Probe Microsoft for Ransomware-Linked Cybersecurity Negligence
Read more at TheHackerNews

Vyro Al Leak Reveals Poor Cyber Hygiene
Read more at DarkReading
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https://www.bleepingcomputer.com/news/microsoft/microsoft-investigates-exchange-online-outage-in-north-america/
https://thehackernews.com/2025/09/senator-wyden-urges-ftc-to-probe.html
https://www.darkreading.com/cyberattacks-data-breaches/vyro-ai-leak-cyber-hygiene

