Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday September 12, 2025, through Sunday September 14, 2025

(Reported on Monday September 15, 2025)

Government
Scattered LAPSUSS Hunters Announces Closure
Read more at GovInfoSecurity

French Advisory Sheds Light on Apple Spyware Activity
Read more at Dark Reading

Google Launched Behind-the-Scenes Campaign Against California Privacy Legislation; It Passed
Anway
Read more at SecurityWeek

We’re Entering a New Phase of Al in Schools. How Are States Responding?
Read more at Edweek.org

Financial Institutions
HybridPetya Crypto-Locker Outsmarts UEFI Secure Boot
Read more at BankInfoSecurity

Two Years After Hack, Fairmont Federal Confirms Data Of 187,000 Members Compromised
Read more at CUtoday.info

3 key approaches to mitigate Al agent failures
Read more at CIO.com

Payment System Vendor Took Year+ to Patch Infinite Card Top-Up Hack: Security Firm
Read more at SecurityWeek

Healthcare
Teamsters Union 25 Health Services & Insurance Plan Hacking Incident Affects 19,000 Members
Read more at The HIPAA Journal

Other
FBI warns of UNC6040, UNC6395 hackers stealing Salesforce data
Read more at Bleeping Computer
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https://www.govinfosecurity.com/scattered-lapsus-hunters-announces-closure-a-29439
https://www.darkreading.com/vulnerabilities-threats/french-sheds-light-apple-spyware-activity
https://www.securityweek.com/google-launched-behind-the-scenes-campaign-against-california-privacy-legislation-it-passed-anyway/
https://www.edweek.org/technology/were-entering-a-new-phase-of-ai-in-schools-how-are-states-responding/2025/09
https://www.bankinfosecurity.com/hybridpetya-crypto-locker-outsmarts-uefi-secure-boot-a-29437
https://www.cutoday.info/Fresh-Today/Two-Years-After-Hack-Fairmont-Federal-Confirms-Data-Of-187-000-Members-Compromised
https://www.cio.com/article/4046837/3-key-approaches-to-mitigate-ai-agent-failures.html
https://www.securityweek.com/payment-system-vendor-took-year-to-patch-infinite-card-top-up-hack-security-firm/
https://www.hipaajournal.com/teamsters-union-25-data-breach/
https://www.bleepingcomputer.com/news/security/fbi-warns-of-unc6040-unc6395-hackers-stealing-salesforce-data/

News from Friday September 12, 2025, through Sunday September 14, 2025
(Reported on Monday September 15, 2025)

New VoidProxy phishing service targets Microsoft 365, Google accounts
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/new-voidproxy-phishing-service-targets-microsoft-365-google-accounts/

