
                                                                                      

Tyler Technologies, Inc. Page | 1  
 

Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday September 16, 2025 
(Reported on Wednesday September 17, 2025) 

Government 
CISA Releases Eight Industrial Control Systems Advisories 
Read more at Cisa.gov 

 

CISA Delays Cyber Reporting Rule to Reduce Scope and Burden 
Read more at GovInfoSecurity 

Financial Institutions 
Scattered Spider Tied to Fresh Attacks on Financial Services 
Read more at BankInfoSecurity 

 
Maine Credit Unions Launch Fraud Awareness Video To Protect Older Mainers 

Read more at CUtoday.info 

Healthcare 
2 Eye Care Practice Hacks Affect 260,000 Patients, Staff 
Read more at HealthcareInfoSecurity 

 

GAO: HHS Yet to Implement 82 Cybersecurity and IT Management Recommendations 
Read more at HIPAAJournal 

Other 
 Google nukes 224 Android malware apps behind massive ad fraud campaign 
Read more at Bleeping Computer 
 
Apple Backports Fix for CVE-2025-43300 Exploited in Sophisticated Spyware Attack 
Read more at TheHackerNews 
 
Self-Replicating Worm Hits 180+ Software Packages 
Read more at Krebs on Security 
 
BreachForums hacking forum admin resentenced to three years in prison 
Read more at Bleeping Computer 
 
Why You Need Phishing Resistant Authentication NOW., (Tue, Sep 16th) 
Read more at SANS 

https://www.cisa.gov/news-events/alerts/2025/09/16/cisa-releases-eight-industrial-control-systems-advisories
https://www.govinfosecurity.com/cisa-delays-cyber-reporting-rule-to-reduce-scope-burden-a-29449
https://www.bankinfosecurity.com/scattered-spider-tied-to-fresh-attacks-on-financial-services-a-29455
https://www.cutoday.info/Fresh-Today/Maine-Credit-Unions-Launch-Fraud-Awareness-Video-To-Protect-Older-Mainers
https://www.healthcareinfosecurity.com/2-eye-care-practice-hacks-affect-260000-patients-staff-a-29458
https://www.hipaajournal.com/gao-hhs-outstanding-cyber-recommendations/
https://www.bleepingcomputer.com/news/security/google-nukes-224-android-malware-apps-behind-massive-ad-fraud-campaign/
https://thehackernews.com/2025/09/apple-backports-fix-for-cve-2025-43300.html
https://krebsonsecurity.com/2025/09/self-replicating-worm-hits-180-software-packages/
https://www.bleepingcomputer.com/news/security/breachforums-hacking-forum-admin-resentenced-to-three-years-in-prison/
https://isc.sans.edu/diary/rss/32290
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News from Tuesday September 16, 2025 
(Reported on Wednesday September 17, 2025) 

 
Chaos Mesh Critical GraphQL Flaws Enable RCE and Full Kubernetes Cluster Takeover 
Read more at TheHackerNews 

 

https://thehackernews.com/2025/09/chaos-mesh-critical-graphql-flaws.html

