Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can
see the real URL by hovering your mouse over the links and checking that they match the source
articles. These links were taken straight from the website of the source article. Tyler Technologies
has not checked these sites or links for security.

News from Friday, January 09, 2026 to Sunday, January 11,2026

(Reported on Monday, January 12, 2026)

Government

Spain arrests 34 suspects linked to Black Axe cyber crime
Read more at Bleeping Computer

MuddyWater Launches RustyWater RAT via Spear-Phishing Across Middle East Sectors
Read more at TheHackerNews

Europol Arrests 34 Black Axe Members in Spain Over €5.9M Fraud and Organized Crime
Read more at TheHackerNews

New China-linked hackers breach telcos using edge device exploits
Read more at Bleeping Computer

Financial Institutions

ValleyRat_S2 attacking organizations to deploy stealthy malware and extract financial
details
Read more at CyberSecurityNews

New Ghost tapped attack uses your android device to drain your bank account
Read more at CyberSecurityNews

Healthcare
California bans data broker reselling health data of millions
Read more at Bleeping Computer

lllinois Department of Human Services data breach affects 700K people
Read more at Bleeping Computer
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News from Friday, January 09, 2026 to Sunday, January 11,2026

(Reported on Monday, January 12, 2026)

Other

Email security needs more seatbelts: Why click rate is the wrong metric
Read more at Bleeping Computer

Trend Micro warns of critical Apex Central RCE vulnerability
Read more at Bleeping Computer

Hackers target misconfigured proxies to access paid LLM services
Read more at Bleeping Computer

Malicious Process Environment Block Manipulation, (Fri, Jan 9th)
Read more at SANS

YARA-X 1.11.0 Release: Hash Function Warnings, (Sun, Jan 11th)
Read more at SANS

Instagram denies breach amid claims of 17 million account data leak
Read more at Bleeping Computer

BreachForums hacking forum database leaked, exposing 324,000 accounts
Read more at Bleeping Computer



https://www.bleepingcomputer.com/news/security/email-security-needs-more-seatbelts-why-click-rate-is-the-wrong-metric/
https://www.bleepingcomputer.com/news/security/trend-micro-fixes-critical-rce-flaw-in-apex-central-console/
https://www.bleepingcomputer.com/news/security/hackers-target-misconfigured-proxies-to-access-paid-llm-services/
https://isc.sans.edu/diary/rss/32614
https://isc.sans.edu/diary/rss/32616
https://www.bleepingcomputer.com/news/security/instagram-denies-breach-amid-claims-of-17-million-account-data-leak/
https://www.bleepingcomputer.com/news/security/breachforums-hacking-forum-database-leaked-exposing-324-000-accounts/

