Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can
see the real URL by hovering your mouse over the links and checking that they match the source
articles. These links were taken straight from the website of the source article. Tyler Technologies
has not checked these sites or links for security.

News from Thursday, January 08, 2025

(Reported on Friday, January 09, 2025)

Government

FBI warns about Kimsuky hackers using QR codes to phish U.S. orgs
Read more at Bleeping Computer

New China-linked hackers breach telcos using edge device exploits
Read more at Bleeping Computer

Financial Institutions

Cyber incident and attacks disrupt enterprise business operations for two weeks
Read more at Absolute Software

World liberty financial seeks US national trust charter for stablecoin USD1
Read more at FinTech Futures

Healthcare

ChatGPT health turns OpenAl’s chatbot into a personal health data hub
Read more at Tech Funding News

12,000-Record data breach announced by New York plastic surgery practice
Read more at The HIPAA Journal



https://www.bleepingcomputer.com/news/security/fbi-warns-about-kimsuky-hackers-using-qr-codes-to-phish-us-orgs/
https://www.bleepingcomputer.com/news/security/new-china-linked-hackers-breach-telcos-using-edge-device-exploits/
https://www.absolute.com/press-releases/cyber-incidents-and-attacks-disrupt-enterprise-business-operations-for-two-weeks-reveals-first-comprehensive-global-cyber-resilience-survey
https://www.fintechfutures.com/regulatory-actions/world-liberty-financial-seeks-us-national-trust-charter-from-occ
https://techfundingnews.com/chatgpt-health-openai-healthcare-experience-medical-records/
https://www.hipaajournal.com/pearlman-aesthetic-surgery-data-breach/

News from Thursday, January 08, 2025

(Reported on Friday, January 09, 2025)

Other

Microsoft Exchange Online outage blocks access to mailboxes via IMAP4
Read more at Bleeping Computer

Microsoft to enforce MFA for Microsoft 365 admin center sign-ins
Read more at Bleeping Computer

VMware ESXi zero-days likely exploited a year before disclosure
Read more at Bleeping Computer

Cisco switches hit by reboot loops due to DNS client bug
Read more at Bleeping Computer

Texas court blocks Samsung from tracking TV viewing, then vacates order
Read more at Bleeping Computer

Six for 2026: The cyber threats you can’t ignore
Read more at Bleeping Computer



https://www.bleepingcomputer.com/news/microsoft/microsoft-exchange-online-outage-blocks-access-to-mailboxes-via-imap4/
https://www.bleepingcomputer.com/news/microsoft/microsoft-to-enforce-mfa-for-microsoft-365-admin-center-sign-ins/
https://www.bleepingcomputer.com/news/security/vmware-esxi-zero-days-likely-exploited-a-year-before-disclosure/
https://www.bleepingcomputer.com/news/security/cisco-switches-hit-by-reboot-loops-due-to-dns-client-bug/
https://www.bleepingcomputer.com/news/security/texas-court-blocks-samsung-from-tracking-tv-viewing-then-vacates-order/
https://www.bleepingcomputer.com/news/security/six-for-2026-the-cyber-threats-you-cant-ignore/

