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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday October 02, 2025 
(Reported on Friday October 03, 2025) 

Government 
CISA Adds Five Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

 

Oracle Sees No Zero-Day Exploits Tied to Customer Extortion 
Read more at GovInfoSecurity 

Financial Institutions 
Extortionists Claim Mass Oracle E-Business Suite Data Theft 
Read more at BankInfoSecurity 

 

From Credit Scores To AI: FICO Launches Model To Rein In Risky Outputs 
Read more at CUtoday.info 

Healthcare 
Hospital Chain to Pay $7.6M to Settle Breach Litigation 
Read more at HealthcareInfoSecurity 

 

Healthcare Cyberattacks Costing $200K+ Rise 400% in a Year 
Read more at The HIPAA Journal 

Other 
For One NFL Team, Tackling Cyber Threats Is Basic Defense 
Read more at DarkReading 
 
Microsoft Outlook stops displaying inline SVG images used in attacks 
Read more at Bleeping Computer 
 
Alert: Malicious PyPI Package soopsocks Infects 2,653 Systems Before Takedown 
Read more at TheHackerNews 
 
'Confucius' Cyberspy Evolves From Stealers to Backdoors in Pakistan 
Read more at DarkReading 
 
DrayTek warns of remote code execution bug in Vigor routers 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2025/10/02/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/oracle-sees-no-zero-day-exploits-tied-to-customer-extortion-a-29633
https://www.bankinfosecurity.com/extortionists-claim-mass-oracle-e-business-suite-data-theft-a-29620
https://www.cutoday.info/Fresh-Today/From-Credit-Scores-To-AI-FICO-Launches-Model-To-Rein-In-Risky-Outputs
https://www.healthcareinfosecurity.com/hospital-chain-to-pay-76m-to-settle-breach-litigation-a-29623
https://www.hipaajournal.com/healthcare-cyberattacks-200k-increase-400pc/
https://www.darkreading.com/cybersecurity-operations/for-one-nfl-team-tackling-cyber-threats-basic-defense
https://www.bleepingcomputer.com/news/security/microsoft-outlook-stops-displaying-inline-svg-images-used-in-attacks/
https://thehackernews.com/2025/10/alert-malicious-pypi-package-soopsocks.html
https://www.darkreading.com/threat-intelligence/south-asian-cyberspy-evolves-stealers-backdoors
https://www.bleepingcomputer.com/news/security/draytek-warns-of-remote-code-execution-bug-in-vigor-routers/
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News from Thursday October 02, 2025 
(Reported on Friday October 03, 2025) 

 
Clop extortion emails claim theft of Oracle E-Business Suite data 
Read more at Bleeping Computer 
 
More .well-known Scans, (Thu, Oct 2nd) 
Read more at SANS 
 
Meta won’t allow users to opt out of targeted ads based on AI chats 
Read more at Arstechnica 

 

https://www.bleepingcomputer.com/news/security/clop-extortion-emails-claim-theft-of-oracle-e-business-suite-data/
https://isc.sans.edu/diary/rss/32340
https://arstechnica.com/tech-policy/2025/10/meta-wont-allow-users-to-opt-out-of-targeted-ads-based-on-ai-chats/

