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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday October 03, 2025, through Sunday October 05, 2025 
(Reported on Monday October 06, 2025) 

Government 
CISA Adds Five Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

 

Ukrainian Defenders Report Rise in Russian Cyberattacks 
Read more at GovInfoSecurity 

Financial Institutions 
Platinum FCU Discloses Cyberattack Exposing Sensitive Member Information 
Read more at CUtoday.info 

 

From Bonds To Bitcoin? Massachusetts Considers First-of-Its-Kind Reserve Shift 
Read more at CUtoday.info 
 

Healthcare 
EyeMed Vision Care Agrees to Pay $5 Million to Settle Class Action Data Breach Lawsuit 
Read more at The HIPAA Journal 

Other 
Signal adds new cryptographic defense against quantum attacks 
Read more at Bleeping Computer 
 
Rhadamanthys Stealer Evolves: Adds Device Fingerprinting, PNG Steganography Payloads 
Read more at TheHackerNews 
 
Oracle links Clop extortion attacks to July 2025 vulnerabilities 
Read more at Bleeping Computer 
 
Researchers Warn of Self-Spreading WhatsApp Malware Named SORVEPOTEL 
Read more at TheHackerNews 
 
Detour Dog Caught Running DNS-Powered Malware Factory for Strela Stealer 
Read more at TheHackerNews 
 

https://www.cisa.gov/news-events/alerts/2025/10/02/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/ukrainian-defenders-report-rise-in-russian-cyberattacks-a-29621
https://www.cutoday.info/Fresh-Today/Platinum-FCU-Discloses-Cyberattack-Exposing-Sensitive-Member-Information
https://www.cutoday.info/Fresh-Today/From-Bonds-To-Bitcoin-Massachusetts-Considers-First-of-Its-Kind-Reserve-Shift
https://www.hipaajournal.com/eyemed-vision-care-class-action-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/signal-adds-new-cryptographic-defense-against-quantum-attacks/
https://thehackernews.com/2025/10/rhadamanthys-stealer-evolves-adds.html
https://www.bleepingcomputer.com/news/security/oracle-links-clop-extortion-attacks-to-july-security-flaws/
https://thehackernews.com/2025/10/researchers-warn-of-self-spreading.html
https://thehackernews.com/2025/10/detour-dog-caught-running-dns-powered.html
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News from Friday October 03, 2025, through Sunday October 05, 2025 
(Reported on Monday October 06, 2025) 

Scattered Lapsus$ Hunters Returns With Salesforce Leak Site 
Read more at DarkReading 

 

https://www.darkreading.com/cyberattacks-data-breaches/scattered-lapsus-hunters-returns-salesforce-leak-site

