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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday October 06, 2025 
(Reported on Tuesday October 07, 2025) 

Government 
Discord Vendor Hack Exposes ID Data in Ransom Bid 
Read more at GovInfoSecurity 

 

CMMC Is Finalized. How Will It Impact State and Local Government? 
Read more at Govtech 

Financial Institutions 
What to Look for in a Fractional CISO 
Read more at BankInfoSecurity 

 

Loan Payment Calculators May Be Quietly Undermining Credit Union Compliance 
Read more at CUtoday.info 

Healthcare 
Reid Health Settles Meta Pixel Class Action Data Breach Lawsuit 
Read more at The HIPAA Journal 

Other 
Red Hat data breach escalates as ShinyHunters joins extortion 
Read more at Bleeping Computer 
 
Quick and Dirty Analysis of Possible Oracle E-Business Suite Exploit Script (CVE-2025-61882) 
[UPDATED[, (Mon, Oct 6th) 
Read more at SANS 
 
Microsoft: Running multiple Office apps causes Copilot issues 
Read more at Bleeping Computer 
 
Microsoft: Critical GoAnywhere bug exploited in ransomware attacks 
Read more at Bleeping Computer 
 
New Report Links Research Firms BIETA and CIII to China’s MSS Cyber Operations 
Read more at TheHackerNews 
 
Cyberattackers Exploit Zimbra Zero-Day Via ICS 

https://www.govinfosecurity.com/discord-vendor-hack-exposes-id-data-in-ransom-bid-a-29661
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/cmmc-is-finalized-how-will-it-impact-state-and-local-government
https://www.bankinfosecurity.com/blogs/what-to-look-for-in-fractional-ciso-p-3947
https://www.cutoday.info/THE-feature/Loan-Payment-Calculators-May-Be-Quietly-Undermining-Credit-Union-Compliance
https://www.hipaajournal.com/reid-health-settles-meta-pixel-class-action-data-breach-lawsuit/
https://www.bleepingcomputer.com/news/security/red-hat-data-breach-escalates-as-shinyhunters-joins-extortion/
https://isc.sans.edu/diary/rss/32346
https://www.bleepingcomputer.com/news/microsoft/microsoft-running-multiple-office-apps-causes-copilot-issues/
https://www.bleepingcomputer.com/news/security/microsoft-critical-goanywhere-bug-exploited-in-ransomware-attacks/
https://thehackernews.com/2025/10/new-report-links-research-firms-bieta.html
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News from Monday October 06, 2025 
(Reported on Tuesday October 07, 2025) 

Read more at DarkReading 
 
Redis warns of critical flaw impacting thousands of instances 
Read more at Bleeping Computer 

 

https://www.darkreading.com/cyberattacks-data-breaches/attackers-exploit-zimbra-zero-day-ics
https://www.bleepingcomputer.com/news/security/redis-warns-of-max-severity-flaw-impacting-thousands-of-instances/

