Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday October 9, 2025

(Reported on Thursday, October 10, 2025)

Government

Microsoft Warns of 'Payroll Pirates' Hijacking HR SaaS Accounts to Steal Employee Salaries
Read more at The Hacker News

SonicWall: 100% of Firewall Backups Possibly Breached
Read more at Dark Reading

Deepfake Awareness High at Orgs, But Cyber Defenses Badly Lag
Read more at more at Dark Reading

Financial Institutions

CLOP-Linked Hackers Breach Dozens of Organizations Through Oracle Software Flaw
Read more at The Hacker News

Healthcare

GitHub Copilot 'CamoLeak’ Al Attack Exfiltrates Data
Read more at Dark Reading

Other
175 Malicious npm Packages with 26,000 Downloads Used in Credential Phishing Campaign
Read more at The Hacker News
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https://thehackernews.com/2025/10/microsoft-warns-of-payroll-pirates.html
https://www.darkreading.com/cyberattacks-data-breaches/sonicwall-100-firewall-backups-breached
https://www.darkreading.com/cybersecurity-operations/deepfake-awareness-high-cyber-defenses-lag
https://thehackernews.com/2025/10/cl0p-linked-hackers-breach-dozens-of.html
https://www.darkreading.com/application-security/github-copilot-camoleak-ai-attack-exfils-data
https://thehackernews.com/2025/10/175-malicious-npm-packages-with-26000.html

