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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Friday October 10, 2025, through Sunday October 12, 2025 
(Reported on Monday October 13, 2025) 

Government 
CISA in Disarray Amid Shutdown and Growing Political Threats 
Read more at GovInfoSecurity 

Financial Institutions 
Hackers Turn Velociraptor DFIR Tool Into Weapon in LockBit Ransomware Attacks 
Read more at TheHackerNews 
 
Deepfake Fraud: Trust No Voice, Doubt Every Face 
Read more at BankInfoSecurity 
 
Microsoft Warns of ‘Payroll Pirates’ Hijacking HR SaaS Accounts to Steal Employee Salaries 
Read more at TheHackerNews 

Healthcare 
ALN, Octapharma Plasma Agree to Settle Breach Lawsuits 
Read more at HealthcareInfoSecurity 

 

SimonMed Imaging: 1.27M Individuals Affected by January 2025 Cyberattack 
Read more at TheHIPAAJournal 

Other 
Wireshark 4.4.10 and 4.6.0 Released, (Sun, Oct 12th) 
Read more at SANS 
 
Fake 'Inflation Refund' texts target New Yorkers in new scam 
Read more at Bleeping Computer 
 
New Oracle E-Business Suite Bug Could Let Hackers Access Data Without Login 
Read more at TheHackerNews 

Apple ups the reward for finding major exploits to $2 million 
Read more at Arstechnica 
 

https://www.govinfosecurity.com/cisa-in-disarray-amid-shutdown-growing-political-threats-a-29706
https://thehackernews.com/2025/10/hackers-turn-velociraptor-dfir-tool.html
https://thehackernews.com/2025/10/microsoft-warns-of-payroll-pirates.html
https://www.healthcareinfosecurity.com/aln-octapharma-plasma-agree-to-settle-breach-lawsuits-a-29705
https://www.hipaajournal.com/simonmed-imaging-confirms-january-2025-cyberattack/
https://isc.sans.edu/diary/rss/32358
https://www.bleepingcomputer.com/news/security/fake-inflation-refund-texts-target-new-yorkers-in-new-scam/
https://thehackernews.com/2025/10/new-oracle-e-business-suite-bug-could.html
https://arstechnica.com/security/2025/10/apple-ups-the-reward-for-finding-major-exploits-to-2-million/


                                                                                      

Tyler Technologies, Inc. Page | 2  
 

News from Friday October 10, 2025, through Sunday October 12, 2025 
(Reported on Monday October 13, 2025) 

Experts Warn of Widespread SonicWall VPN Compromise Impacting Over 100 Accounts 
Read more at TheHackerNews 

 

https://thehackernews.com/2025/10/experts-warn-of-widespread-sonicwall.html

