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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday October 14, 2025 
(Reported on Wednesday October 15, 2025) 

Government 
CISA Releases One Industrial Control Systems Advisory 
Read more at Cisa.gov 

 

Cambodian Conglomerate a 'Pig Butchering' Outfit, Says US 
Read more at GovInfoSecurity 
 
CISA Adds Five Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

Financial Institutions 
US Blacklists Huione Group for Money Laundering 
Read more at BankInfoSecurity 

 
Malicious crypto-stealing VSCode extensions resurface on OpenVSX 
Read more at Bleeping Computer 
 
Moving Beyond Awareness: How Threat Hunting Builds Readiness 
Read more at TheHackerNews 
 
U.S. Bank, NCUA Reach Settlement In Long-Running RMBS Trustee Lawsuit 
Read more at CUtoday.info 

Healthcare 
Oklahoma Health System to Pay $30M to Settle Hack Lawsuits 
Read more at HealthcareInfoSecurity 

 

Fort Wayne Medical Education Program Data Breach Affects Almost 30,000 Individuals 
Read more at TheHIPAAJournal 

Other 
Final Windows 10 Patch Tuesday update rolls out as support ends 
Read more at Bleeping Computer 
 
Windows 10 support “ends” today, but it’s just the first of many deaths 
Read more at Arstechnica 

https://www.cisa.gov/news-events/alerts/2025/10/14/cisa-releases-one-industrial-control-systems-advisory
https://www.govinfosecurity.com/cambodian-conglomerate-pig-butchering-outfit-says-us-a-29723
https://www.cisa.gov/news-events/alerts/2025/10/14/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.bankinfosecurity.com/us-blacklists-huione-group-for-money-laundering-a-29726
https://www.bleepingcomputer.com/news/security/malicious-crypto-stealing-vscode-extensions-resurface-on-openvsx/
https://thehackernews.com/2025/10/moving-beyond-awareness-how-threat.html
https://www.cutoday.info/Fresh-Today/U.S.-Bank-NCUA-Reach-Settlement-In-Long-Running-RMBS-Trustee-Lawsuit
https://www.healthcareinfosecurity.com/oklahoma-health-system-to-pay-30m-to-settle-hack-lawsuits-a-29724
https://www.hipaajournal.com/fort-wayne-medical-education-program-data-breach/
https://www.bleepingcomputer.com/news/microsoft/final-windows-10-patch-tuesday-update-rolls-out-as-support-ends/
https://arstechnica.com/gadgets/2025/10/windows-10-support-ends-today-but-its-just-the-first-of-many-deaths/
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News from Tuesday October 14, 2025 
(Reported on Wednesday October 15, 2025) 

 
Chinese Hackers Exploit ArcGIS Server as Backdoor for Over a Year 
Read more at TheHackerNews 
 
Microsoft Drops Terrifyingly Large October Patch Update 
Read more at DarkReading 
 
Patch Tuesday, October 2025 ‘End of 10’ Edition 
Read more at Krebs on Security 
 
Pixnapping Attack Lets Attackers Steal 2FA on Android 
Read more at DarkReading 
 
Oracles silently fixes zero-day exploit leaked by ShinyHunters 
Read more at Bleeping Computer 
 

 

https://thehackernews.com/2025/10/chinese-hackers-exploit-arcgis-server.html
https://www.darkreading.com/vulnerabilities-threats/microsoft-october-patch-update
https://krebsonsecurity.com/2025/10/patch-tuesday-october-2025-end-of-10-edition/
https://www.darkreading.com/vulnerabilities-threats/pixnapping-attack-attackers-2fa-android
https://www.bleepingcomputer.com/news/security/oracles-silently-fixes-zero-day-exploit-leaked-by-shinyhunters/

