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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday October 15, 2025 
(Reported on Thursday October 16, 2025) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

 

CISA Directs Federal Agencies to Mitigate Vulnerabilities in F5 Devices 
Read more at Cisa.gov 

Financial Institutions 
Fresh Phishing Kit Innovation: Automated ClickFix Attacks 
Read more at BankInfoSecurity 
 
Thieves Steal $59,500 From Community Connect FCU ATM In Sophisticated ‘Jackpotting’ Heist 
Read more at CUtoday.info 
 
Visa Puts Autonomous Commerce at the Core of Payments 
Read more at BankInfoSecurity 

Healthcare 
Five Healthcare Providers Warn Patients About Cyberattacks & Data Breaches 
Read more at The HIPAA Journal 
 
$49.99M Settlement Agreed to Resolve Class Action Data Breach Lawsuit Against Heritage Provider 
Network et al 
Read more at The HIPAA Journal 

Other 
Fake LastPass, Bitwarden breach alerts lead to PC hijacks 
Read more at Bleeping Computer 
 
Clipboard Pictures Exfiltration in Python Infostealer, (Wed, Oct 15th) 
Read more at SANS 
 
Thousands of customers imperiled after nation-state ransacks F5’s network 
Read more at Arstechnica 
 

https://www.cisa.gov/news-events/alerts/2025/10/15/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2025/10/15/cisa-directs-federal-agencies-mitigate-vulnerabilities-f5-devices
https://www.bankinfosecurity.com/fresh-phishing-kit-innovation-automated-clickfix-attacks-a-29732
https://www.cutoday.info/Fresh-Today/Thieves-Steal-59-500-From-Community-Connect-FCU-ATM-In-Sophisticated-Jackpotting-Heist
https://www.bankinfosecurity.com/visa-puts-autonomous-commerce-at-core-payments-a-29729
https://www.hipaajournal.com/five-healthcare-providers-cyberattacks-data-breaches-oct-2025/
https://www.hipaajournal.com/multiple-lawsuits-regal-medical-group-ransomware/
https://www.bleepingcomputer.com/news/security/fake-lastpass-bitwarden-breach-alerts-lead-to-pc-hijacks/
https://isc.sans.edu/diary/rss/32372
https://arstechnica.com/security/2025/10/breach-of-f5-requires-emergency-action-from-big-ip-users-feds-warn/
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News from Wednesday October 15, 2025 
(Reported on Thursday October 16, 2025) 

F5 BIG-IP Environment Breached by Nation-State Actor 
Read more at DarkReading 
 
Over 100 VS Code Extensions Exposed Developers to Hidden Supply Chain Risks 
Read more at TheHackerNews 
 
'Mysterious Elephant' Moves Beyond Recycled Malware 
Read more at DarkReading 

 

https://www.darkreading.com/cyberattacks-data-breaches/f5-big-ip-environment-breached-nation-state-actor
https://thehackernews.com/2025/10/over-100-vs-code-extensions-exposed.html
https://www.darkreading.com/cyberattacks-data-breaches/mysterious-elephant-recycled-malware

