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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday October 16, 2025 
(Reported on Friday October 17, 2025) 

Government 
CISA Releases Thirteen Industrial Control Systems Advisories 
Read more at Cisa.gov 

 

Top Democrat Demands Answers on CISA Staffing Cuts 
Read more at GovInfoSecurity 

 

Nation-state hackers deliver malware from “bulletproof” blockchains 
Read more at Arstechnica 

Financial Institutions 
Paxos’ $300 Trillion Oops: Massive Stablecoin Minting Sparks Crypto Risk Debate 
Read more at CUtoday.info 
 
Fraudsters Posing as 'Perfect Borrowers' Rack Up Big Losses 
Read more BankInfoSecurity 

 

Klarna, Google Team Up To Launch AI-Powered Agent Payments Protocol 
Read more CUtoday.info 

Healthcare 
ITRC: 23 Million Individuals Affected by Data Breaches in Q3, 2025 
Read more at TheHIPAAJournal 
 
Physician Practices to Pay $50M to Settle Hack Lawsuits 
Read more at HealthcareInfoSecurity 

 
 

Kettering Health Confirmed Patient Data Compromised in May 2025 Ransomware Attack 
Read more at TheHIPAAJournal 

Other 
CISA: Maximum-severity Adobe flaw now exploited in attacks 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2025/10/16/cisa-releases-thirteen-industrial-control-systems-advisories
https://www.govinfosecurity.com/top-democrat-demands-answers-on-cisa-staffing-cuts-a-29747
https://arstechnica.com/security/2025/10/hackers-bullet-proof-hosts-deliver-malware-from-blockchains/
https://www.cutoday.info/Fresh-Today/Paxos-300-Trillion-Oops-Massive-Stablecoin-Minting-Sparks-Crypto-Risk-Debate
https://www.bankinfosecurity.com/fraudsters-posing-as-perfect-borrowers-rack-up-big-losses-a-29750
https://www.cutoday.info/Fresh-Today/Klarna-Google-Team-Up-To-Launch-AI-Powered-Agent-Payments-Protocol
https://www.hipaajournal.com/itrc-23-million-individuals-affected-data-breaches-q3-2025/
https://www.healthcareinfosecurity.com/physician-practices-to-pay-50m-to-settle-hack-lawsuits-a-29748
https://www.hipaajournal.com/kettering-health-ransomware-attack/
https://www.bleepingcomputer.com/news/security/cisa-maximum-severity-adobe-flaw-now-exploited-in-attacks/
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News from Thursday October 16, 2025 
(Reported on Friday October 17, 2025) 

Windows 11 updates break locahost (127.0.0.1) HTTP/2 connections 
Read more at Bleeping Computer 
 
Hackers Deploy Linux Rootkits via Cisco SNMP Flaw in 'Zero Disco' Attacks 
Read more at TheHackerNews 
 
Cyberattackers Target LastPass, Top Password Managers 
Read more at DarkReading 
 
Have I Been Pwned: Prosper data breach impacts 17.6 million accounts 
Read more at Bleeping Computer 
 
New DShield Support Slack, (Thu, Oct 16th) 
Read more at SANS 

 

https://www.bleepingcomputer.com/news/microsoft/windows-11-updates-break-localhost-127001-http-2-connections/
https://thehackernews.com/2025/10/hackers-deploy-linux-rootkits-via-cisco.html
https://www.darkreading.com/cyberattacks-data-breaches/cyberattackers-target-lastpass-password-managers
https://www.bleepingcomputer.com/news/security/have-i-been-pwned-warns-of-prosper-data-breach-impacting-176-million-accounts/
https://isc.sans.edu/diary/rss/32376

