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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday October 22, 2025 
(Reported on Thursday October 23, 2025) 

Government 
North Korean Lazarus hackers targeted European defense companies 
Read more at BleepingComputer 

 
Iranian hackers targeted over 100 govt orgs with Pheonix backdoor 
Read more at BleepingComputer 

 

PhantomCaptcha ClickFix attack targets Ukraine war relief orgs 
Read more at Bleeping Computer 
 

Financial Institutions 
Australian finance sector leads world in AI & cybersecurity push 
Read more at ITBrief 

 
Ransomware gang steals meeting videos, financial secrets from fence wholesaler 
Read more at TheRecord 

 
New York says banks are responsible for vendors’ cyber risk 
Read more at AmericanBanker 

Healthcare 
Healthcare Cybersecurity Market to Surpass USD 56.3 Billion by 2030 Amid Rising Threats 
Read more at OpenPR 
 
$29.5 Billion Healthcare Cybersecurity Market Analysis Report 2025 
Read more at YahooFinance 

Other 
Mideast, African Hackers Target Gov’ts, Banks, Small Retailers 
Read more at DarkReading 

 

WhatsApp Secures Ban on NSO Group After 6-Year Legal Battle 
Read more at DarkReading 

 

https://www.bleepingcomputer.com/news/security/north-korean-lazarus-hackers-targeted-european-defense-companies/
https://www.bleepingcomputer.com/news/security/iranian-hackers-targeted-over-100-govt-orgs-with-phoenix-backdoor/
https://www.bleepingcomputer.com/news/security/phantomcaptcha-clickfix-attack-targets-ukraine-war-relief-orgs/
https://itbrief.com.au/story/australian-finance-sector-leads-world-in-ai-cybersecurity-push
https://therecord.media/ransomware-gang-steals-meeting-video-fence-manufacturer
https://www.americanbanker.com/news/new-york-says-banks-are-responsible-for-vendors-cyber-risk
https://www.openpr.com/news/4235909/healthcare-cybersecurity-market-to-surpass-usd-56-3-billion
https://finance.yahoo.com/news/29-5-billion-healthcare-cybersecurity-085300056.html
https://www.darkreading.com/cybersecurity-analytics/mea-hackers-govts-finance-smb-retailers
https://www.darkreading.com/cyber-risk/whatsapp-ban-nso-group-legal-battle
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News from Wednesday October 22, 2025 
(Reported on Thursday October 23, 2025) 

Asian Nations Ramp Up Pressure on Cybercrime ‘Scam Factories’ 
Read more at DarkReading 

 

 
OpenAI to offer UK data residency driven by government partnership 
Read more at Reuters 

 

Jaguar Land Rover hack cost UK economy an estimated $2.5 billion 
Read more at Reuters 
 
US ‘slipping’ on Cybersecurity, annual Cyberspace Solarium Commission report concludes 
Read more at Cyberscoop 

 
 

Fake Nethereum NuGet Package Used Homoglyph Trick to Steal Crypto Wallet Keys 
Read more at TheHackerNews 
 
 
Verizon: Mobile Blindspot Leads to Needless Data Breaches 
Read more at DarkReading 
 

 

https://www.darkreading.com/cyberattacks-data-breaches/asian-nations-ramp-up-legal-attacks-cybercrime-factories
https://www.reuters.com/legal/litigation/openai-offer-uk-data-residency-driven-by-government-partnership-2025-10-22/
https://www.reuters.com/sustainability/boards-policy-regulation/jaguar-land-rover-hack-cost-uk-economy-25-billion-report-says-2025-10-22/
https://cyberscoop.com/cyberspace-solarium-commission-report-budget-workforce-cuts/
https://thehackernews.com/2025/10/fake-nethereum-nuget-package-used.html
https://www.darkreading.com/threat-intelligence/verizon-mobile-blindspot-data-breaches

