Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday October 23, 2025

(Reported on Friday October 24, 2025)

Government
North Korean Hackers Lure Defense Engineers With Fake Jobs to Steal Drone Secrets
Read more at TheHackerNews

Toys “R” Us Canada warns customers' info leaked in data breach
Read more at Bleeping Computer

US Cyber Defense Declines, First Time in 5 Years
Read more at GovInfoSecurity

Financial Institutions

Al is changing how we protect our money for better and for worse
Read more at BusinesslJournal

Sophisticated social engineering schemes targeting business bank accounts
Read more at ClarkHill

Healthcare
Montana Officials Looking Into BCBS Breach Tied to Vendor
Read more at GovInfoSecurity

State Medicaid Agencies Need to Improve Security Controls for MMIS and E&E Systems
Read more at HIPAAJournal

Other

“Jingle Thief” Hackers Exploit Cloud Infrastructure to Steal Millions in Gift Cards
Read more at TheHackerNews

Fear the 'SessionReaper': Adobe Commerce Flaw Under Attack
Read more at DarkReading

CISA warns of Lanscope Endpoint Manager flaw exploited in attacks
Read more at Bleeping Computer
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https://thehackernews.com/2025/10/north-korean-hackers-lure-defense.html
https://www.bleepingcomputer.com/news/security/toys-r-us-canada-warns-customers-info-leaked-in-data-breach/
https://www.govinfosecurity.com/report-us-cyber-defense-declines-first-time-in-5-years-a-29792
https://www.bizjournals.com/tampabay/news/2025/10/24/achieva-cu-exec-on-cybersecurity-benefits.html
https://www.clarkhill.com/news-events/news/sophisticated-social-engineering-schemes-targeting-business-bank-accounts/
https://www.govinfosecurity.com/montana-officials-looking-into-bcbs-breach-tied-to-vendor-a-29810
https://www.hipaajournal.com/state-medicaid-agencies-improve-security-controls/
https://thehackernews.com/2025/10/jingle-thief-hackers-exploit-cloud.html
https://www.darkreading.com/vulnerabilities-threats/sessionreaper-adobe-commerce-flaw-under-attack
https://www.bleepingcomputer.com/news/security/cisa-warns-of-lanscope-endpoint-manager-flaw-exploited-in-attacks/

News from Thursday October 23, 2025
(Reported on Friday October 24, 2025)

Tired of Unpaid Toll Texts? Blame the 'Smishing Triad'
Read more at DarkReading

Lawsuit: Reddit caught Perplexity “red-handed” stealing data from Google results
Read more at Arstechnica

Infostealer Targeting Android Devices, (Thu, Oct 23rd)
Read more at SANS

Spoofed Al sidebars can trick Atlas, Comet users into dangerous actions
Read more at Bleeping Computer
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https://www.darkreading.com/threat-intelligence/unpaid-toll-texts-smishing-triad
https://arstechnica.com/tech-policy/2025/10/reddit-sues-to-block-perplexity-from-scraping-google-search-results/
https://isc.sans.edu/diary/rss/32414
https://www.bleepingcomputer.com/news/security/spoofed-ai-sidebars-can-trick-atlas-comet-users-into-dangerous-actions/

