Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday October 24, 2025, through Sunday October 26, 2025

(Reported on Monday October 27, 2025)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Civilian Airport OT: the US Military's Soft Underbelly
Read more at GovInfoSecurity

Financial Institutions
Fraud Trail Runs Through GPPFCU As HR Manager Allegedly Steals $50K In Payroll Scheme
Read more at CUtoday.info

Fortinet Accused of Securities Fraud Over Firewall Forecasts
Read more at BanklInfoSecurity

America’s Credit Unions Backs NCUA’s Proposed 2026 Budget Cut, Citing Prudent Resource
Management
Read more at CUtoday.info

Infostealers Run Wild
Read more at BankInfoSecurity

Healthcare
Yale New Haven Health Will Pay $18M to Settle Hack Lawsuit
Read more at HealthcarelnfoSecurity

Florida Hospital Fires Employees for Taking Unauthorized Photographs of Sedated Patients
Read more at The HIPAA Journal

Other
New CoPhish attack steals OAuth tokens via Copilot Studio agents
Read more at Bleeping Computer

Qilin Ransomware Combines Linux Payload With BYOVD Exploit in Hybrid Attack
Read more at TheHackerNews
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https://www.cisa.gov/news-events/alerts/2025/10/24/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/civilian-airport-ot-us-militarys-soft-underbelly-a-29824
https://www.cutoday.info/Fresh-Today/Fraud-Trail-Runs-Through-GPPFCU-As-HR-Manager-Allegedly-Steals-50K-In-Payroll-Scheme
https://www.bankinfosecurity.com/fortinet-accused-securities-fraud-over-firewall-forecasts-a-29829
https://www.cutoday.info/Fresh-Today/America-s-Credit-Unions-Backs-NCUA-s-Proposed-2026-Budget-Cut-Citing-Prudent-Resource-Management
https://www.bankinfosecurity.com/infostealers-run-wild-a-29823
https://www.healthcareinfosecurity.com/yale-new-haven-health-will-pay-18m-to-settle-hack-lawsuit-a-29827
https://www.hipaajournal.com/florida-hospital-fires-employees-unauthorized-photographs-patients/
https://www.bleepingcomputer.com/news/security/new-cophish-attack-steals-oauth-tokens-via-copilot-studio-agents/
https://thehackernews.com/2025/10/qilin-ransomware-combines-linux-payload.html

News from Friday October 24, 2025, through Sunday October 26, 2025
(Reported on Monday October 27, 2025)

Hackers exploiting critical "SessionReaper" flaw in Adobe Magento
Read more at Bleeping Computer

Smishing Triad Linked to 194,000 Malicious Domains in Global Phishing Operation
Read more at TheHackerNews
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https://www.bleepingcomputer.com/news/security/hackers-exploiting-critical-sessionreaper-flaw-in-adobe-magento/
https://thehackernews.com/2025/10/smishing-triad-linked-to-194000.html

