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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday October 30, 2025 
(Reported on Friday October 31, 2025) 

Government 
CISA orders feds to patch VMware Tools flaw exploited by Chinese hackers 
Read more at Bleeping Computer 
 
CISA Adds Two Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

Financial Institutions 
Massive surge of NFC relay malware steals Europeans’ credit cards 
Read more at Bleeping Computer 
 
How to Fix Decades of Technical Debt 
Read more at BankInfoSecurity 

Healthcare 
Planning for Cyber Chaos: Healthcare's Resilience Test 

Read more at HealthcareInfoSecurity 

 

Vulnerabilities Identified in Vertikal Systems Hospital Information Management Solution 
Read more at The HIPAA Journal 

Other 
WhatsApp adds passwordless chat backups on iOS and Android 
Read more at Bleeping Computer 
 
X-Request-Purpose: Identifying "research" and bug bounty related scans?, (Thu, Oct 30th) 
Read more at SANS 
 
Leaker reveals which Pixels are vulnerable to Cellebrite phone hacking 
Read more at Arstechnica 
 
Vulnerabilities Identified in Vertikal Systems Hospital Information Management Solution 
Read more at HIPAAJournal 
 
LotL Attack Hides Malware in Windows Native AI Stack 
Read more at DarkReading 

https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-patch-vmware-tools-flaw-exploited-since-october-2024/
https://www.cisa.gov/news-events/alerts/2025/10/30/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/massive-surge-of-nfc-relay-malware-steals-europeans-credit-cards/
https://www.bankinfosecurity.com/how-to-fix-decades-technical-debt-a-29899
https://www.healthcareinfosecurity.com/planning-for-cyber-chaos-healthcares-resilience-test-a-29893
https://www.hipaajournal.com/vertikal-systems-hospital-manager-backend-services-vulnerabilities/
https://www.bleepingcomputer.com/news/security/whatsapp-adds-passwordless-chat-backups-on-ios-and-android/
https://isc.sans.edu/diary/rss/32436
https://arstechnica.com/gadgets/2025/10/leaker-reveals-which-pixels-are-vulnerable-to-cellebrite-phone-hacking/
https://www.hipaajournal.com/vertikal-systems-hospital-manager-backend-services-vulnerabilities/
https://www.darkreading.com/vulnerabilities-threats/lotl-attack-malware-windows-native-ai-stack
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News from Thursday October 30, 2025 
(Reported on Friday October 31, 2025) 

 
Google's Built-In AI Defenses on Android Now Block 10 Billion Scam Messages a Month 
Read more at TheHackerNews 
 
Zombie Projects Rise Again to Undermine Security 
Read more at DarkReading 

 

https://thehackernews.com/2025/10/googles-built-in-ai-defenses-on-android.html
https://www.darkreading.com/cyber-risk/zombie-projects-rise-again-undermine-security

