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Daily Threat Intelligence Briefing 
 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday October 8, 2025 
(Reported on Thursday, October 9, 2025) 

Government 
 
LockBit, Qilin, and DragonForce Join Forces to Dominate the Ransomware Ecosystem 
Read more at The Hacker News 
 
Chaos Ransomware Upgrades with Aggressive New C++ Variant 
 Read more at more at Dark Reading 
 
 
 

Financial Institutions 
 
Vampire Bot Malware Sinks Fangs Into Job Hunters 
Read more at Dark Reading  
 
 

Healthcare 
 
ShinyHunters Wage Broad Corporate Extortion Spree 
Read more at Krebs On Security 
 
 

Other 
Critical Exploit Lets Hackers Bypass Authentication in WordPress Service Finder Theme 
Read more at The Hacker News 
 
CISA Releases Two Industrial Control Systems Advisories 
Read more at CISA 
 
 
 

 

https://thehackernews.com/2025/10/lockbit-qilin-and-dragonforce-join.html
https://www.darkreading.com/threat-intelligence/chaos-ransomware-upgrades-aggressive-new-variant
https://www.darkreading.com/cyberattacks-data-breaches/vampire-bot-malware-job-hunters
https://krebsonsecurity.com/
https://thehackernews.com/2025/10/critical-exploit-lets-hackers-bypass.html
https://www.cisa.gov/news-events/alerts/2025/10/07/cisa-releases-two-industrial-control-systems-advisories

