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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday November 03, 2025 
(Reported on Tuesday November 04, 2025) 

Government 
Nation-State, Cyber and Hacktivist Threats Pummel Europe 
Read more at GovInfoSecurity 

Financial Institutions 
OpenAI Signs $38B Deal With Amazon for Compute 
Read more at BankInfoSecurity 

 

Tenth Circuit Upholds Ruling Denying Fed Master Account To Crypto-Focused Custodia Bank 
Read more at CUtoday.info 

 

Android Malware Mutes Alerts, Drains Crypto Wallets 
Read more at DarkReading 
 
Hacker steals over $120 million from Balancer DeFi crypto protocol 
Read more at Bleeping Computer 

Healthcare 
OB-GYN Associates & Beverly Hills Oncology Medical Group Issue Breach Notifications 
Read more at TheHIPAAJournal 
 

Data Theft Hits Behavioral Health Network in 3 States 
Read more at HealthcareInfoSecurity 

Other 
Fake Solidity VSCode extension on Open VSX backdoors developers 
Read more at Bleeping Computer 
 
Cybercriminals Exploit Remote Monitoring Tools to Infiltrate Logistics and Freight Networks 
Read more at TheHackerNews 
 
Microsoft: SesameOp malware abuses OpenAI Assistants API in attacks 
Read more at Bleeping Computer 
 
XWiki SolrSearch Exploit Attempts (CVE-2025-24893) with link to Chicago Gangs/Rappers, (Mon, 

https://www.govinfosecurity.com/nation-state-cyber-hacktivist-threats-pummel-europe-a-29914
https://www.bankinfosecurity.com/openai-signs-38b-deal-amazon-for-compute-a-29916
https://www.cutoday.info/Fresh-Today/Tenth-Circuit-Upholds-Ruling-Denying-Fed-Master-Account-To-Crypto-Focused-Custodia-Bank
https://www.darkreading.com/vulnerabilities-threats/android-malware-mutes-alerts-drains-crypto-wallets
https://www.bleepingcomputer.com/news/cryptocurrency/hacker-steals-over-120-million-from-balancer-defi-crypto-protocol/
https://www.hipaajournal.com/ob-gyn-associates-beverly-hills-oncology-medical-group-data-breach/
https://www.healthcareinfosecurity.com/data-theft-hits-behavioral-health-network-in-3-states-a-29920
https://www.bleepingcomputer.com/news/security/fake-solidity-vscode-extension-on-open-vsx-backdoors-developers/
https://thehackernews.com/2025/11/cybercriminals-exploit-remote.html
https://www.bleepingcomputer.com/news/security/microsoft-sesameop-malware-abuses-openai-assistants-api-in-attacks/
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News from Monday November 03, 2025 
(Reported on Tuesday November 04, 2025) 

Nov 3rd) 
Read more at SANS 
 
Malicious VSX Extension "SleepyDuck" Uses Ethereum to Keep Its Command Server Alive 
Read more at TheHackerNews 
 
Hackers Weaponize Remote Tools to Hijack Cargo Freight 
Read more at DarkReading 

 

https://isc.sans.edu/diary/rss/32444
https://thehackernews.com/2025/11/malicious-vsx-extension-sleepyduck-uses.html
https://www.darkreading.com/identity-access-management-security/hackers-weaponize-remote-tools-hijack-cargo-freight

