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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday November 10, 2025 
(Reported Monday November 11, 2025 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

 

CMMC: New Cyber Rules Hit Defense Supply Chain 
Read more at GovInfoSecurity 

Financial Institutions 
Serving Those Who Serve: How Credit Unions Uphold the Financial Well-being of America’s 
Military Families 
Read more at CUtoday.info 
 
Yanluowang initial access broker pleaded guilty to ransomware attacks 
Read more at Bleeping Computer 
 

Who Owns the Cybersecurity of Space? 
Read more at BankInfoSecurity 

Healthcare 
States Fine Firm $5.1M in Hack Affecting 3 Million Students 
Read more at HealthcareInfoSecurity 

 

DealMed Medical Supplies Announces July 2025 Cyberattack 
Read more at TheHIPAAJournal 

Other 
5 reasons why attackers are phishing over LinkedIn 
Read more at Bleeping Computer 
 
Mozilla Firefox gets new anti-fingerprinting defenses 
Read more at Bleeping Computer 
 
It isn't always defaults: Scans for 3CX usernames, (Mon, Nov 10th) 
Read more at SANS 
 
Konni Hackers Turn Google’s Find Hub into a Remote Data-Wiping Weapon 

https://www.cisa.gov/news-events/alerts/2025/11/10/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/cmmc-new-cyber-rules-hit-defense-supply-chain-a-29977
https://www.cutoday.info/THE-feature/Serving-Those-Who-Serve-How-Credit-Unions-Uphold-the-Financial-Well-being-of-America-s-Military-Families
https://www.bleepingcomputer.com/news/security/yanluowang-initial-access-broker-pleaded-guilty-to-ransomware-attacks/
https://www.bankinfosecurity.com/blogs/who-owns-cybersecurity-space-p-3971
https://www.healthcareinfosecurity.com/states-fine-firm-51m-in-hack-affecting-3-million-students-a-29974
https://www.hipaajournal.com/dealmed-medical-supplies-cyberattack-data-breach/
https://www.bleepingcomputer.com/news/security/5-reasons-why-attackers-are-phishing-over-linkedin/
https://www.bleepingcomputer.com/news/security/mozilla-firefox-gets-new-anti-fingerprinting-defenses/
https://isc.sans.edu/diary/rss/32464
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News from Monday November 10, 2025 
(Reported Monday November 11, 2025 

Read more at TheHackerNews 
 
ClickFix Campaign Targets Hotels, Spurs Secondary Customer Attacks 
Read more at DarkReading 
 
Hackers Exploiting Triofox Flaw to Install Remote Access Tools via Antivirus Feature 
Read more at TheHackerNews 
 
OWASP Highlights Supply Chain Risks in New Top 10 List 
Read more at DarkReading 

 

https://thehackernews.com/2025/11/konni-hackers-turn-googles-find-hub.html
https://www.darkreading.com/cyberattacks-data-breaches/clickfix-targets-hotels-secondary-customer-attacks
https://thehackernews.com/2025/11/hackers-exploiting-triofox-flaw-to.html
https://www.darkreading.com/application-security/owasp-highlights-supply-chain-risks-new-top-10

