Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Wednesday November 12, 2025

(Reported Thursday November 13, 2025

Government
CISA Adds Three Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Federal Shutdown Deal Revives Key CISA Grant, Some Staffing
Read more at GovInfoSecurity

Financial Institutions
Printer Driver Updater Flaws Could Usher in Poisoned Updates
Read more at BankinfoSecurity

Fraud Threats And Fintech Pressure Push Credit Unions To Fast-Track Digital Transformation
Read more at CUtoday.info

Healthcare
HSCC Guidance to Help Health Sector Navigate Al Cyber Risks
Read more at Healthcarelnfo

MedQ Agrees to Settlement to Resolve Ransomware Attack Lawsuit
Read more at The HIPAAJournal

Other
Google sues to dismantle Chinese phishing platform behind US toll scams
Read more at Bleeping Computer

Windows 11 now supports 3rd-party apps for native passkey management
Read more at Bleeping Computer

DanaBot malware is back to infecting Windows after 6-month break
Read more at Bleeping Computer

Microsoft fixes bug causing false Windows 10 end-of-support alerts
Read more at Bleeping Computer

Extending Zero Trust to Al Agents: “Never Trust, Always Verify” Goes Autonomous
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/11/12/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/federal-shutdown-deal-revives-key-cisa-grant-some-staffing-a-30004
https://www.bankinfosecurity.com/printer-driver-updater-flaws-could-usher-in-poisoned-updates-a-29992
https://www.cutoday.info/Fresh-Today/Fraud-Threats-And-Fintech-Pressure-Push-Credit-Unions-To-Fast-Track-Digital-Transformation
https://www.healthcareinfosecurity.com/hscc-guidance-to-help-health-sector-navigate-ai-cyber-risks-a-30003
https://www.hipaajournal.com/medq-ransomware-data-breach-settlement/
https://www.bleepingcomputer.com/news/security/google-sues-to-dismantle-chinese-phishing-platform-behind-us-toll-scams/
https://www.bleepingcomputer.com/news/security/windows-11-now-supports-3rd-party-apps-for-native-passkey-management/
https://www.bleepingcomputer.com/news/security/danabot-malware-is-back-to-infecting-windows-after-6-month-break/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-bug-causing-false-windows-10-end-of-support-alerts/
https://www.bleepingcomputer.com/news/security/extending-zero-trust-to-ai-agents-never-trust-always-verify-goes-autonomous/

News from Wednesday November 12, 2025
(Reported Thursday November 13, 2025

Synnovis notifies of data breach after 2024 ransomware attack
Read more at Bleeping Computer

Rhadamanthys infostealer disrupted as cybercriminals lose server access
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/synnovis-notifies-of-data-breach-after-2024-ransomware-attack/
https://www.bleepingcomputer.com/news/security/rhadamanthys-infostealer-disrupted-as-cybercriminals-lose-server-access/

