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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday November 13, 2025 
(Reported Friday November 14, 2025 

Government 
CISA warns of Akira ransomware Linux encryptor targeting Nutanix VMs 
Read more at Bleeping Computer 
 
CISA Releases 18 Industrial Control Systems Advisories 
Read more at Cisa.gov 
 
CISA warns feds to fully patch actively exploited Cisco flaws 
Read more at Bleeping Computer 

Financial Institutions 
Kraken ransomware benchmarks systems for optimal encryption choice 
Read more at Bleeping Computer 
 

Hackers Exploited Cisco ISE Zero-Day 
Read more at BankInfoSecurity 

Healthcare 
Deepwatch, Axonius Carry Out Steep Layoffs Amid Surge in AI 
Read more at HealthcareInfoSecurity 

Other 
RCE flaw in ImunifyAV puts millions of Linux-hosted sites at risk 
Read more at Bleeping Computer 
 
Microsoft rolls out screen capture prevention for Teams users 
Read more at Bleeping Computer 
 
Popular Android-based photo frames download malware on boot 
Read more at Bleeping Computer 
 
New ‘IndonesianFoods’ worm floods npm with 100,000 packages 
Read more at Bleeping Computer 
 
Washington Post data breach impacts nearly 10K employees, contractors 
Read more at Bleeping Computer 

https://www.bleepingcomputer.com/news/security/cisa-warns-of-akira-ransomware-linux-encryptor-targeting-nutanix-vms/
https://www.cisa.gov/news-events/alerts/2025/11/13/cisa-releases-18-industrial-control-systems-advisories
https://www.bleepingcomputer.com/news/security/cisa-warns-feds-to-fully-patch-actively-exploited-cisco-flaws/
https://www.bleepingcomputer.com/news/security/kraken-ransomware-benchmarks-systems-for-optimal-encryption-choice/
https://www.bankinfosecurity.com/hackers-exploited-cisco-ise-zero-day-a-30031
https://www.healthcareinfosecurity.com/deepwatch-axonius-carry-out-steep-layoffs-amid-surge-in-ai-a-30033
https://www.bleepingcomputer.com/news/security/rce-flaw-in-imunifyav-puts-millions-of-linux-hosted-sites-at-risk/
https://www.bleepingcomputer.com/news/microsoft/microsoft-rolls-out-screen-capture-prevention-for-teams-users/
https://www.bleepingcomputer.com/news/security/popular-android-based-photo-frames-download-malware-on-boot/
https://www.bleepingcomputer.com/news/security/new-indonesianfoods-worm-floods-npm-with-100-000-packages/
https://www.bleepingcomputer.com/news/security/washington-post-data-breach-impacts-nearly-10k-employees-contractors/
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News from Thursday November 13, 2025 
(Reported Friday November 14, 2025 

 
Kerberoasting in 2025: How to protect your service accounts 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/kerberoasting-in-2025-how-to-protect-your-service-accounts/

