Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday November 18, 2025

(Reported on Wednesday November 19, 2025)

Government
CISA Releases Six Industrial Control Systems Advisories
Read more at Cisa.gov

Chinese Nation-State Groups Hijacking Software Updates
Read more at GovInfoSecurity

CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Financial Institutions
Asus Routers Hacked in 'WrtHug' Campaign
Read more at BanklinfoSecurity

Healthcare
Fortinet Patches Actively Exploited FortiWeb Zero Day Flaw
Read more at The HIPAA Journal

Omni Family Health Settles Lawsuits From 2024 Hack for $6.5M
Read more at HealthcarelnfoSecurity

St. Anthony Hospital in Chicago Notifies Patients About February Data Breach
Read more at The HIPAA Journal

Other
Windows 11 gets new Cloud Rebuild, Point-in-Time Restore tools
Read more at Bleeping Computer

Fortinet warns of new FortiWeb zero-day exploited in attacks
Read more at Bleeping Computer

Microsoft to integrate Sysmon directly into Windows 11, Server 2025
Read more at Bleeping Computer

Microsoft Teams to let users report messages wrongly flagged as threats
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/11/18/cisa-releases-six-industrial-control-systems-advisories
https://www.govinfosecurity.com/chinese-nation-state-groups-hijacking-software-updates-a-30059
https://www.cisa.gov/news-events/alerts/2025/11/18/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.bankinfosecurity.com/asus-routers-hacked-in-wrthug-campaign-a-30064
https://www.hipaajournal.com/fortinet-patches-actively-exploited-fortiweb-zero-day-flaw/
https://www.healthcareinfosecurity.com/omni-family-health-settles-lawsuits-from-2024-hack-for-65m-a-30061
https://www.hipaajournal.com/st-anthony-hospital-email-data-breach/
https://www.bleepingcomputer.com/news/microsoft/windows-11-gets-new-cloud-rebuild-point-in-time-restore-tools/
https://www.bleepingcomputer.com/news/security/fortinet-warns-of-new-fortiweb-zero-day-exploited-in-attacks/
https://www.bleepingcomputer.com/news/microsoft/microsoft-to-integrate-sysmon-directly-into-windows-11-server-2025/
https://www.bleepingcomputer.com/news/microsoft/microsoft-teams-to-let-users-report-messages-wrongly-flagged-as-threats/

News from Tuesday November 18, 2025
(Reported on Wednesday November 19, 2025)

New ShadowRay attacks convert Ray clusters into crypto miners
Read more at Bleeping Computer

The Tycoon 2FA Phishing Platform and the Collapse of Legacy MFA
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/new-shadowray-attacks-convert-ray-clusters-into-crypto-miners/
https://www.bleepingcomputer.com/news/security/the-tycoon-2fa-phishing-platform-and-the-collapse-of-legacy-mfa/

