Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

Friday November 21, 2025, through Sunday November 23, 2025

(Reported on Monday November 24, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Chinese APT24 Deploys Custom Malware, New Stealthy Tactics
Read more at GovInfoSecurity

Financial Institutions
SEC Ends SolarWinds Suit After Major Legal Setbacks
Read more at BanklInfoSecurity

ACU’s Simpson Pushes Back On Bankers, Tells Congress Credit Unions Are Being Misrepresented
Read more at CUtoday.info

Healthcare
Critical Flaw in Oracle Identity Manager Under Active Exploitation
Read more at TheHIPAAJournal

Is That Medical Device Secure? Get It Right in the Contract
Read more at HealthcarelnfoSecurity

Critical Vulnerability Identified in Emerson Appleton UPSMON-PRO
Read more at TheHIPAAJournal

Other
YARA-X 1.10.0 Release: Fix Warnings, (Sun, Nov 23rd)
Read more at SANS

Wireshark 4.4.1 Released, (Sun, Nov 23rd)
Read more at SANS

Enterprise password security and secrets management with Passwork 7
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/11/21/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/chinese-apt24-deploys-custom-malware-new-stealthy-tactics-a-30103
https://www.bankinfosecurity.com/sec-ends-solarwinds-suit-after-major-legal-setbacks-a-30101
https://www.cutoday.info/Fresh-Today/ACU-s-Simpson-Pushes-Back-On-Bankers-Tells-Congress-Credit-Unions-Are-Being-Misrepresented
https://www.hipaajournal.com/critical-flaw-oracle-identity-manager-nov-2025/
https://www.healthcareinfosecurity.com/that-medical-device-secure-get-right-in-contract-a-30100
https://www.hipaajournal.com/critical-vulnerability-emerson-appleton-upsmon-pro/
https://isc.sans.edu/diary/rss/32514
https://isc.sans.edu/diary/rss/32512
https://www.bleepingcomputer.com/news/security/enterprise-password-security-and-secrets-management-with-passwork-7/

Friday November 21, 2025, through Sunday November 23, 2025
(Reported on Monday November 24, 2025)

Iberia discloses customer data leak after vendor security breach
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/iberia-discloses-customer-data-leak-after-vendor-security-breach/

