Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday December 02, 2025

(Reported on Wednesday December 03, 2025)

Government
CISA Releases Five Industrial Control Systems Advisories
Read more at Cisa.gov

US Telecoms Reject Regulation as Answer to Chinese Hacking
Read more at GovInfoSecurity

Financial Institutions
Iran Hackers Take Inspiration From Snake Video Game
Read more at BanklInfoSecurity

FTC settlement requires llluminate to delete unnecessary student data
Read more at Bleeping Computer

America’s Credit Unions Announces 2026 Advocacy Priorities
Read more at CUtoday.info

Healthcare
Kaiser Permanente to Pay Up to $47.5M in Web Tracker Lawsuit
Read more at HealthcarelnfoSecurity

High Severity Vulnerabilities Patched in Mirion Medical EC2 Software NMIS BioDose
Read more at TheHIPAAJournal

Other
Shai-Hulud 2.0 NPM malware attack exposed up to 400,000 dev secrets
Read more at Bleeping Computer

Microsoft Defender portal outage disrupts threat hunting alerts
Read more at Bleeping Computer

ChatGPT is down worldwide, conversations disappeared for users
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/12/02/cisa-releases-five-industrial-control-systems-advisories
https://www.govinfosecurity.com/us-telecoms-reject-regulation-as-answer-to-chinese-hacking-a-30179
https://www.bankinfosecurity.com/iran-hackers-take-inspiration-from-snake-video-game-a-30177
https://www.bleepingcomputer.com/news/security/ftc-settlement-requires-illuminate-to-delete-unnecessary-student-data/
https://www.cutoday.info/Fresh-Today/America-s-Credit-Unions-Announces-2026-Advocacy-Priorities
https://www.healthcareinfosecurity.com/kaiser-permanente-to-pay-up-to-475m-in-web-tracker-lawsuit-a-30180
https://www.hipaajournal.com/mirion-medical-ec2-software-nmis-biodose-vulnerabilities-2025/
https://www.bleepingcomputer.com/news/security/shai-hulud-20-npm-malware-attack-exposed-up-to-400-000-dev-secrets/
https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-portal-outage-blocks-access-to-security-alerts/
https://www.bleepingcomputer.com/news/artificial-intelligence/chatgpt-is-down-worldwide-conversations-disappeared-for-users/

News from Tuesday December 02, 2025
(Reported on Wednesday December 03, 2025)

Cybercrime Goes Saa$S: Renting Tools, Access, and Infrastructure
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/cybercrime-goes-saas-renting-tools-access-and-infrastructure/

