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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Wednesday December 03, 2025 
(Reported on Thursday December 04, 2025) 

Government 
Utilities Warn US Grid at Risk as Federal Cyber Funds Dry Up 
Read more at GovInfoSecurity 

 

How One District Uses AI to Build More Efficient Master School Schedules 
Read more at Edweek 
 
China Skirts US Attempts to Restrict AI Exports 
Read more at GovInfoSecurity 
 

Financial Institutions 
Marketing and Compliance Software Vendor to Banks Breached 
Read more at BankInfoSecurity 
 
Deep dive into DragonForce ransomware and its Scattered Spider connection 
Read more at Bleeping Computer 

Healthcare 
Patient Data Compromised in Cyberattacks on Sleep Specialists 

Read more at TheHIPAAJournal 
 
CISA Warns of Severe Flaws in Nuclear Med Tracking Software 
Read more at HealthcareInfoSecurity 
 

Other 
Critical flaw in WordPress add-on for Elementor exploited in attacks 
Read more at Bleeping Computer 
 
Google expands Android scam protection feature to Chase, Cash App in U.S. 
Read more at Bleeping Computer 
 
Microsoft "mitigates" Windows LNK flaw exploited as zero-day 
Read more at Bleeping Computer 

https://www.govinfosecurity.com/utilities-warn-us-grid-at-risk-as-federal-cyber-funds-dry-up-a-30187
https://www.edweek.org/technology/how-one-district-uses-ai-to-build-more-efficient-master-school-schedules/2025/12
https://www.govinfosecurity.com/china-skirts-us-attempts-to-restrict-ai-exports-a-30185
https://www.bankinfosecurity.com/marketing-compliance-software-vendor-to-banks-breached-a-30184
https://www.bleepingcomputer.com/news/security/deep-dive-into-dragonforce-ransomware-and-its-scattered-spider-connection/
https://www.hipaajournal.com/patient-data-compromised-cyberattacks-sleep-specialists/
https://www.healthcareinfosecurity.com/cisa-warns-severe-flaws-in-nuclear-med-tracking-software-a-30189
https://www.bleepingcomputer.com/news/security/critical-flaw-in-wordpress-add-on-for-elementor-exploited-in-attacks/
https://www.bleepingcomputer.com/news/security/google-expands-android-scam-protection-feature-to-chase-cash-app-in-us/
https://www.bleepingcomputer.com/news/microsoft/microsoft-mitigates-windows-lnk-flaw-exploited-as-zero-day/
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News from Wednesday December 03, 2025 
(Reported on Thursday December 04, 2025) 

 
Marquis data breach impacts over 74 US banks, credit unions 
Read more at Bleeping Computer 
 
Freedom Mobile discloses data breach exposing customer data 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/marquis-data-breach-impacts-over-74-us-banks-credit-unions/
https://www.bleepingcomputer.com/news/security/freedom-mobile-discloses-data-breach-exposing-customer-data/

