Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday December 05, 2025, through Sunday December 07, 2025

(Reported on Monday December 08, 2025)

Government
CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

No Vote, No Leader: CISA Faces 2026 Without a Director
Read more at GovinfoSecurity

Financial Institutions
Mortgage Delinquencies Surge In 87 U.S. Cities As Financial Strain Mounts
Read more at CUtoday.info

Rethinking the CIO-CISO Dynamic in the Age of Al
Read more at BanklInfoSecurity

Self-Help Credit Union Sues Fiserv, Alleging Misrepresentations About Data Security
Read more at CUtoday.info

Healthcare
23andMe to Get $16.5M in Unused Cyber Insurance
Read more at HealthcarelnfoSecurity

Memorial Hospital and Manor Agrees to Settle Ransomware Class Action Lawsuit
Read more at TheHIPAAJournal

Other
How Can Retailers Cyber-Prepare for the Most Vulnerable Time of the Year?
Read more at TheHackersNews

Portugal updates cybercrime law to exempt security researchers
Read more at Bleeping Computer

Android Malware FvncBot, SeedSnatcher, and ClayRat Gain Stronger Data Theft Features
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https://www.cisa.gov/news-events/alerts/2025/12/05/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/no-vote-no-leader-cisa-faces-2026-without-director-a-30208
https://www.cutoday.info/Fresh-Today/Mortgage-Delinquencies-Surge-In-87-U.S.-Cities-As-Financial-Strain-Mounts
https://www.bankinfosecurity.com/rethinking-cio-ciso-dynamic-in-age-ai-a-30211
https://www.cutoday.info/Fresh-Today/Self-Help-Credit-Union-Sues-Fiserv-Alleging-Misrepresentations-About-Data-Security
https://www.healthcareinfosecurity.com/23andme-to-get-165m-in-unused-cyber-insurance-a-30209
https://www.hipaajournal.com/memorial-hospital-manor-data-breach-settlement/
https://thehackernews.com/2025/12/how-can-retailers-cyber-prepare-for.html
https://thehackernews.com/2025/12/how-can-retailers-cyber-prepare-for.html
https://www.bleepingcomputer.com/news/security/portugal-updates-cybercrime-law-to-exempt-security-researchers/
https://thehackernews.com/2025/12/android-malware-fvncbot-seedsnatcher.html

News from Friday December 05, 2025, through Sunday December 07, 2025
(Reported on Monday December 08, 2025)

Read more at TheHackerNews

Critical React2Shell Flaw Added to CISA KEV After Confirmed Active Exploitation
Read more at TheHackerNews
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https://thehackernews.com/2025/12/android-malware-fvncbot-seedsnatcher.html
https://thehackernews.com/2025/12/critical-react2shell-flaw-added-to-cisa.html
https://thehackernews.com/2025/12/critical-react2shell-flaw-added-to-cisa.html

