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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Monday December 08, 2025 
(Reported on Tuesday December 09, 2025) 

Government 
CISA Adds Two Known Exploited Vulnerabilities to Catalog 
Read more at Cisa.gov 

 

Senators Reintroduce Bill to Boost Healthcare Cybersecurity 
Read more at GovInfoSecurity 

Financial Institutions 
Exploit Attempts Surge for React2Shell 
Read more at BankInfoSecurity 

 

Decade-Old Leveraged Lending Curbs Fall As OCC, FDIC Ease Banks’ Path Into High-Risk Loans 
Read more at CUtoday.info 

Healthcare 
Pharmaceutical Firm Inotiv Discloses Ransomware Attack and Data Breach 
Read more at TheHIPAAJournal 
 

Cryptocurrencies’ Central Role in Healthcare Ransomware Attacks 
Read more at TheHIPAAJournal 

Other 
Malicious VSCode extensions on Microsoft's registry drop infostealers 
Read more at Bleeping Computer 
 
Google Chrome adds new security layer for Gemini AI agentic browsing 
Read more at Bleeping Computer 
 
FinCEN says ransomware gangs extorted over $2.1B from 2022 to 2024 
Read more at Bleeping Computer 
 
Poland arrests Ukrainians utilizing 'advanced' hacking equipment 
Read more at Bleeping Computer 
 

https://www.cisa.gov/news-events/alerts/2025/12/08/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/senators-reintroduce-bill-to-boost-healthcare-cybersecurity-a-30225
https://www.bankinfosecurity.com/exploit-attempts-surge-for-react2shell-a-30219
https://www.cutoday.info/Fresh-Today/Decade-Old-Leveraged-Lending-Curbs-Fall-As-OCC-FDIC-Ease-Banks-Path-Into-High-Risk-Loans
https://www.hipaajournal.com/inotiv-data-breach-ransomware-attack/
https://www.hipaajournal.com/cryptocurrencies-central-role-healthcare-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/malicious-vscode-extensions-on-microsofts-registry-drop-infostealers/
https://www.bleepingcomputer.com/news/security/google-chrome-adds-new-security-layer-for-gemini-ai-agentic-browsing/
https://www.bleepingcomputer.com/news/security/fincen-says-ransomware-gangs-extorted-over-21b-from-2022-to-2024/
https://www.bleepingcomputer.com/news/security/poland-arrests-ukrainians-utilizing-advanced-hacking-equipment/
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News from Monday December 08, 2025 
(Reported on Tuesday December 09, 2025) 

How Agentic BAS AI Turns Threat Headlines Into Defense Strategies 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/how-agentic-bas-ai-turns-threat-headlines-into-defense-strategies/

