Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday December 09, 2010

(Reported on Wednesday December 10, 2025)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Smuggling Ring Charged as Trump Okays Nvidia Sales to China
Read more at GovInfoSecurity

Financial Institutions
BNY Partners With Google on Financial Services Al Platform
Read more BanklInfoSecurity

Exploit Attempts Surge for React2Shell
Read more at BankinfoSecurity

Healthcare
Hospice Firm, Eye Care Practice Notifying 520,000 of Hacks
Read more at HealthcarelnfoSecurity

Data Breaches Announced by Morton Drug Company & Physicians to Children & Adolescents
Read more at TheHIPAAJournal

Other
SAP fixes three critical vulnerabilities across multiple products
Read more at Bleeping Computer

Windows PowerShell now warns when running Invoke-WebRequest scripts
Read more at Bleeping Computer

Microsoft releases Windows 10 KB5071546 extended security update
Read more at Bleeping Computer

Microsoft December 2025 Patch Tuesday fixes 3 zero-days, 57 flaws
Read more at Bleeping Computer

Fortinet warns of critical FortiCloud SSO login auth bypass flaws
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/12/09/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/smuggling-ring-charged-as-trump-okays-nvidia-sales-to-china-a-30235
https://www.bankinfosecurity.com/bny-partners-google-on-financial-services-ai-platform-a-30241
https://www.bankinfosecurity.com/exploit-attempts-surge-for-react2shell-a-30219
https://www.healthcareinfosecurity.com/hospice-firm-eye-care-practice-notifying-520000-hacks-a-30240
https://www.hipaajournal.com/data-breach-morton-drug-company-physicians-to-children-adolescents/
https://www.bleepingcomputer.com/news/security/sap-fixes-three-critical-vulnerabilities-across-multiple-products/
https://www.bleepingcomputer.com/news/security/microsoft-windows-powershell-now-warns-when-running-invoke-webrequest-scripts/
https://www.bleepingcomputer.com/news/microsoft/microsoft-releases-windows-10-kb5071546-extended-security-update/
https://www.bleepingcomputer.com/news/microsoft/microsoft-december-2025-patch-tuesday-fixes-3-zero-days-57-flaws/
https://www.bleepingcomputer.com/news/security/fortinet-warns-of-critical-forticloud-sso-login-auth-bypass-flaws/

News from Tuesday December 09, 2010
(Reported on Wednesday December 10, 2025)

Maintaining enterprise IT hygiene using Wazuh SIEM/XDR
Read more at Bleeping Computer

Spain arrests teen who stole 64 million personal data records
Read more at Bleeping Computer

North Korean hackers exploit React2Shell flaw in EtherRAT malware attacks
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/maintaining-enterprise-it-hygiene-using-wazuh-siem-xdr/
https://www.bleepingcomputer.com/news/security/spain-arrests-teen-who-stole-64-million-personal-data-records/
https://www.bleepingcomputer.com/news/security/north-korean-hackers-exploit-react2shell-flaw-in-etherrat-malware-attacks/

