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News from Wednesday, December 10, 2025  
(Reported on Thursday, December 11, 2025) 

Government 
 

Ukrainian hacker charged with helping Russian hacktivist groups 
Read more at Bleeping Computer 
 
Key cybersecurity takeaways from the 2026 NDAA 
Read more at CSO Online 

Financial Institutions 
 

New Spiderman phishing service targets dozens of European banks 
Read more at Bleeping Computer 
 
Cybersecurity as a Profit Engine: Turning Financial Services Security into Measurable Business 
Value  Read more at Global Banking & Finance Review 

Healthcare 
 

Tackling cybersecurity challenges within healthcare 
Read more at Intelligent CISO 
 
It’s time for healthcare organizations to view cybersecurity as risk management 
Read more at Healthcare IT Today 
 

Other 
 

New DroidLock malware locks Android devices and demands a ransom 
Read more at Bleeping Computer 
 
Over 10,000 Docker Hub images found leaking credentials, auth keys 
Read more at Bleeping Computer 
 

https://www.bleepingcomputer.com/news/security/ukrainian-hacker-charged-with-helping-russian-hacktivist-groups/
https://www.csoonline.com/profile/cynthia-brumfield/
https://www.bleepingcomputer.com/news/security/new-spiderman-phishing-service-targets-dozens-of-european-banks/
https://www.globalbankingandfinance.com/cybersecurity-as-a-profit-engine-turning-financial-services-security-into-measurable-business-value/
https://www.intelligentciso.com/2025/12/11/tackling-cybersecurity-challenges-within-healthcare/
https://www.healthcareittoday.com/2025/12/10/its-time-for-healthcare-organizations-to-view-cybersecurity-as-risk-management/
https://www.bleepingcomputer.com/news/security/new-droidlock-malware-locks-android-devices-and-demands-a-ransom/
https://www.bleepingcomputer.com/news/security/over-10-000-docker-hub-images-found-leaking-credentials-auth-keys/


News from Wednesday, December 10, 2025  
(Reported on Thursday, December 11, 2025) 

Possible exploit variant for CVE-2024-9042 (Kubernetes OS Command Injection), (Wed, Dec 10th) 
Read more at SANS 
 
Google ads for shared ChatGPT, Grok guides push macOS infostealer malware 
Read more at Bleeping Computer 
 
Microsoft Teams to warn of suspicious traffic with external domains 
Read more at Bleeping Computer 
 
Why a secure software development life cycle is critical for manufacturers 
Read more at Bleeping Computer  

 
 

https://isc.sans.edu/diary/rss/32554
https://www.bleepingcomputer.com/news/security/google-ads-for-shared-chatgpt-grok-guides-push-macos-infostealer-malware/
https://www.bleepingcomputer.com/news/security/microsoft-teams-to-warn-of-suspicious-traffic-with-external-domains/
https://www.bleepingcomputer.com/news/security/why-a-secure-software-development-life-cycle-is-critical-for-manufacturers/

