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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Thursday December 11, 2025 
(Reported on Friday December 12, 2025) 

Government 
CISA Adds One Known Exploited Vulnerability to Catalog 
Read more at Cisa.gov 

 

US Warns of Ongoing Pro-Russia Critical Infrastructure Hacks 
Read more at GovInfoSecurity 

Financial Institutions 
Ransomware Victim Warning: The Streisand Effect May Apply 
Read more at BankInfoSecurity 

 

FTC Data Book Shows Spam Calls Rebounding—But Still Half Of What Consumers Endured In 2021 
Read more at CUtoday.info 

Healthcare 
TriZetto Provider Solutions Notifies Healthcare Provider Clients About Data Breach 
Read more at TheHIPAAJournal 
 

Georgia Hospital Settles Lawsuit in Alleged Embargo Hack 
Read more at HealthcareInfoSecurity 

Other 
Hackers exploit Gladinet CentreStack cryptographic flaw in RCE attacks 
Read more at Bleeping Computer 
 
Notepad++ fixes flaw that let attackers push malicious update files 
Read more at Bleeping Computer 
 
Malicious VSCode Marketplace extensions hid trojan in fake PNG file 
Read more at Bleeping Computer 
 
Microsoft bounty program now includes any flaw impacting its services 
Read more at Bleeping Computer 
 
Brave browser starts testing agentic AI mode for automated tasks 
Read more at Bleeping Computer 

https://www.cisa.gov/news-events/alerts/2025/12/11/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.govinfosecurity.com/us-warns-ongoing-pro-russia-critical-infrastructure-hacks-a-30263
https://www.bankinfosecurity.com/ransomware-victim-warning-streisand-effect-may-apply-a-30247
https://www.cutoday.info/Fresh-Today/FTC-Data-Book-Shows-Spam-Calls-Rebounding-But-Still-Half-Of-What-Consumers-Endured-In-2021
https://www.hipaajournal.com/trizetto-provider-solutions-data-breach/
https://www.healthcareinfosecurity.com/georgia-hospital-settles-lawsuit-in-alleged-embargo-hack-a-30261
https://www.bleepingcomputer.com/news/security/hackers-exploit-gladinet-centrestack-cryptographic-flaw-in-rce-attacks/
https://www.bleepingcomputer.com/news/security/notepad-plus-plus-fixes-flaw-that-let-attackers-push-malicious-update-files/
https://www.bleepingcomputer.com/news/security/malicious-vscode-marketplace-extensions-hid-trojan-in-fake-png-file/
https://www.bleepingcomputer.com/news/microsoft/microsoft-bounty-program-now-includes-any-flaw-impacting-its-services/
https://www.bleepingcomputer.com/news/artificial-intelligence/brave-browser-starts-testing-agentic-ai-mode-for-automated-tasks/
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News from Thursday December 11, 2025 
(Reported on Friday December 12, 2025) 

 
UK fines LastPass over 2022 data breach impacting 1.6 million users 
Read more at Bleeping Computer 
 
AI is accelerating cyberattacks. Is your network prepared? 
Read more at Bleeping Computer 
 
Hackers exploit unpatched Gogs zero-day to breach 700 servers 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/uk-fines-lastpass-over-2022-data-breach-impacting-16-million-users/
https://www.bleepingcomputer.com/news/security/ai-is-accelerating-cyberattacks-is-your-network-prepared/
https://www.bleepingcomputer.com/news/security/unpatched-gogs-zero-day-rce-flaw-actively-exploited-in-attacks/

