Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Friday December 12, 2025, through Sunday December 14, 2025

(Reported on Monday December 15, 2025)

Government
Europe's Quest for a Domestic Alternative to US Hyperscalers
Read more at GovInfoSecurity

Trump Targets State Al Regulations in Federal Override Push
Read more at GovInfoSecurity

Financial Institutions
Crypto Thieves Pivot To Everyday Users As Wallet-Level Attacks Surge, Report Warns
Read more at CUtoday.info

France and Germany Grappling With Nation-State Hacks
Read more at BanklInfoSecurity

Trump v. Slaughter Could Upend Independent Regulators, Including NCUA
Read more at CUtoday.info

ISMG Editors: Abandoned Identities Fuel Shadow Market
Read more at BankinfoSecurity

Healthcare
Fieldtex, TriZetto Reveal New Healthcare Breaches
Read more at HealthcarelnfoSecurity

Data Breaches Confirmed by Revere Health & Health Management Systems of America
Read more at TheHIPAAJournal

Other
CISA Adds Actively Exploited Sierra Wireless Router Flaw Enabling RCE Attacks
Read more at TheHackerNews

Apple Issues Security Updates After Two WebKit Flaws Found Exploited in the Wild
Read more at TheHackerNews
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https://www.govinfosecurity.com/europes-quest-for-domestic-alternative-to-us-hyperscalers-a-30276
https://www.govinfosecurity.com/trump-targets-state-ai-regulations-in-federal-override-push-a-30272
https://www.cutoday.info/Fresh-Today/Crypto-Thieves-Pivot-To-Everyday-Users-As-Wallet-Level-Attacks-Surge-Report-Warns
https://www.bankinfosecurity.com/france-germany-grappling-nation-state-hacks-a-30282
https://www.cutoday.info/THE-feature/Trump-v.-Slaughter-Could-Upend-Independent-Regulators-Including-NCUA
https://www.bankinfosecurity.com/ismg-editors-abandoned-identities-fuel-shadow-market-a-30281
https://www.healthcareinfosecurity.com/fieldtex-trizetto-reveal-new-healthcare-breaches-a-30280
https://www.hipaajournal.com/data-breaches-revere-health-health-management-systems-of-america/
https://thehackernews.com/2025/12/cisa-adds-actively-exploited-sierra.html
https://thehackernews.com/2025/12/apple-issues-security-updates-after-two.html

News from Friday December 12, 2025, through Sunday December 14, 2025
(Reported on Monday December 15, 2025)

New Windows RasMan zero-day flaw gets free, unofficial patches
Read more at Bleeping Computer

CISA orders feds to patch actively exploited Geoserver flaw
Read more at Bleeping Computer

Fake ‘One Battle After Another’ torrent hides malware in subtitles
Read more at Bleeping Computer

Kali Linux 2025.4 released with 3 new tools, desktop updates
Read more at Bleeping Computer

Shadow spreadsheets: The security gap your tools can’t see
Read more at Bleeping Computer

MITRE shares 2025's top 25 most dangerous software weaknesses
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/microsoft/new-windows-rasman-zero-day-flaw-gets-free-unofficial-patches/
https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-patch-actively-exploited-geoserver-flaw/
https://www.bleepingcomputer.com/news/security/fake-one-battle-after-another-torrent-hides-malware-in-subtitles/
https://www.bleepingcomputer.com/news/security/kali-linux-20254-released-with-3-new-tools-desktop-updates/
https://www.bleepingcomputer.com/news/security/shadow-spreadsheets-the-security-gap-your-tools-cant-see/
https://www.bleepingcomputer.com/news/security/mitre-shares-2025s-top-25-most-dangerous-software-weaknesses/

