Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Monday December 15, 2025

(Reported on Tuesday December 16, 2025)

Government
CISA Adds Two Known Exploited Vulnerabilities to Catalog
Read more at Cisa.gov

Deepfakes Force Rethink of Identity Verification
Read more at GovInfoSecurity

Financial Institutions
Why ServiceNow Is Eyeing a $7B Buy of Venture-Backed Armis
Read more at BanklInfoSecurity

Al Is No Longer Optional—And That’s The Wake-Up Call LaMacchia Group Wants Credit Unions To
Hear
Read more at CUtoday.info

Healthcare
Patch Released for Medium-severity Grassroots DICOM Vulnerability
Read more at TheHIPAAJournal

Youth Sports, NCAA Insurance Claims Potentially Hacked
Read more at HealthcarelnfoSecurity

February 16, 2026, Compliance Deadline for Part 2 Final Rule
Read more at TheHIPAAJournal

Other
Microsoft: Recent Windows updates break VPN access for WSL users
Read more at Bleeping Computer

Google links more Chinese hacking groups to React2Shell attacks
Read more at Bleeping Computer

Askul confirms theft of 740k customer records in ransomware attack
Read more at Bleeping Computer
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https://www.cisa.gov/news-events/alerts/2025/12/15/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.govinfosecurity.com/deepfakes-force-rethink-identity-verification-a-30273
https://www.bankinfosecurity.com/blogs/servicenow-eyeing-7b-buy-venture-backed-armis-p-3999
https://www.cutoday.info/THE-feature/AI-Is-No-Longer-Optional-And-That-s-The-Wake-Up-Call-LaMacchia-Group-Wants-Credit-Unions-To-Hear
https://www.hipaajournal.com/grassroots-dicom-vulnerability-patched/
https://www.healthcareinfosecurity.com/youth-sports-ncaa-insurance-claims-potentially-hacked-a-30292
https://www.hipaajournal.com/february-16-2026-compliance-deadline-part-2-final-rule/
https://www.bleepingcomputer.com/news/microsoft/microsoft-recent-windows-updates-cause-wsl-networking-issues/
https://www.bleepingcomputer.com/news/security/google-links-more-chinese-hacking-groups-to-react2shell-attacks/
https://www.bleepingcomputer.com/news/security/askul-confirms-theft-of-740k-customer-records-in-ransomhouse-attack/

News from Monday December 15, 2025
(Reported on Tuesday December 16, 2025)

New SantaStealer malware steals data from browsers, crypto wallets
Read more at Bleeping Computer

700Credit data breach impacts 5.8 million vehicle dealership customers
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/new-santastealer-malware-steals-data-from-browsers-crypto-wallets/
https://www.bleepingcomputer.com/news/security/700credit-data-breach-impacts-58-million-vehicle-dealership-customers/

