Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Tuesday December 16, 2025

(Reported on Wednesday December 17, 2025)

Government
CISA Releases Seven Industrial Control Systems Advisories
Read more at Cisa.gov

Russia's GRU Tied to Critical Infrastructure Cloud Breaches
Read more at GovInfoSecurity

CISA Adds One Known Exploited Vulnerability to Catalog
Read more at Cisa.gov

Financial Institutions
Agentic Al Arrives: A Chargeback Moment For Credit Unions
Read more at CUtoday.info

Cellik Android malware builds malicious versions from Google Play apps
Read more at Bleeping Computer

Healthcare
Medical Group Will Pay $1.2M to Settle Data Theft Lawsuit
Read more at HealthcarelnfoSecurity

OCR Agrees to $112,500 Settlement with Concentra to Resolve HIPAA Right of Access Violation
Read more at TheHIPAAJournal

Other
The Hidden Risk in Virtualization: Why Hypervisors are a Ransomware Magnet
Read more at Bleeping Computer

Microsoft to block Exchange Online access for outdated mobile devices
Read more at Bleeping Computer

GhostPoster attacks hide malicious JavaScript in Firefox addon logos
Read more at Bleeping Computer

Amazon disrupts Russian GRU hackers attacking edge network devices
Read more at Bleeping Computer

Tyler Technologies, Inc.


https://www.cisa.gov/news-events/alerts/2025/12/16/cisa-releases-seven-industrial-control-systems-advisories
https://www.govinfosecurity.com/russias-gru-tied-to-critical-infrastructure-cloud-breaches-a-30301
https://www.cisa.gov/news-events/alerts/2025/12/16/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cutoday.info/THE-feature/Agentic-AI-Arrives-A-Chargeback-Moment-For-Credit-Unions
https://www.bleepingcomputer.com/news/security/cellik-android-malware-builds-malicious-versions-from-google-play-apps/
https://www.healthcareinfosecurity.com/medical-group-will-pay-12m-to-settle-data-theft-lawsuit-a-30305
https://www.hipaajournal.com/concentra-hipaa-settlement-2025/
https://www.bleepingcomputer.com/news/security/the-hidden-risk-in-virtualization-why-hypervisors-are-a-ransomware-magnet/
https://www.bleepingcomputer.com/news/microsoft/microsoft-to-block-exchange-online-access-for-outdated-mobile-devices/
https://www.bleepingcomputer.com/news/security/ghostposter-attacks-hide-malicious-javascript-in-firefox-addon-logos/
https://www.bleepingcomputer.com/news/security/amazon-disrupts-russian-gru-hackers-attacking-edge-network-devices/

News from Tuesday December 16, 2025
(Reported on Wednesday December 17, 2025)

Texas sues TV makers for taking screenshots of what people watch
Read more at Bleeping Computer

Hackers exploit newly patched Fortinet auth bypass flaws
Read more at Bleeping Computer

Cyberattack disrupts Venezuelan oil giant PDVSA's operations
Read more at Bleeping Computer
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https://www.bleepingcomputer.com/news/security/texas-sues-tv-makers-for-spying-on-users-selling-data-without-consent/
https://www.bleepingcomputer.com/news/security/hackers-exploit-newly-patched-fortinet-auth-bypass-flaws/
https://www.bleepingcomputer.com/news/security/cyberattack-disrupts-venezuelan-oil-giant-pdvsas-operations/

