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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News Thursday December 18, 2025 
(Reported on Friday December 19, 2025) 

Government 
Russian Credential-Harvesting Apes Ukraine Webmail Platform 
Read more at GovInfoSecurity 

 

Chinese Hackers Targeting Cisco Email Gateways 
Read more at BankInfoSecurity 

Financial Institutions 
US seizes E-Note crypto exchange for laundering ransomware payments 
Read more at Bleeping Computer 
 
Clop ransomware targets Gladinet CentreStack in data theft attacks 
Read more at Bleeping Computer 

Healthcare 
MedStar Health Notifying Patients of Data Theft Breach 
Read more at HealthcareInfoSecurity 

 

Class Action Data Breach Settlements Agreed with Three Healthcare Providers 
Read more at TheHIPAAJournal 

Other 
New password spraying attacks target Cisco, PAN VPN gateways 
Read more at Bleeping Computer 
 
HPE warns of maximum severity RCE flaw in OneView software 
Read more at Bleeping Computer 
 
Microsoft: Recent Windows updates break RemoteApp connections 
Read more at Bleeping Computer 
 
University of Sydney suffers data breach exposing student and staff info 
Read more at Bleeping Computer 
 

https://www.govinfosecurity.com/russian-credential-harvesting-apes-ukraine-webmail-platform-a-30325
https://www.bankinfosecurity.com/chinese-hackers-targeting-cisco-email-gateways-a-30341
https://www.bleepingcomputer.com/news/security/us-seizes-e-note-crypto-exchange-for-laundering-ransomware-payments/
https://www.bleepingcomputer.com/news/security/clop-ransomware-targets-gladinet-centrestack-servers-for-extortion/
https://www.healthcareinfosecurity.com/medstar-health-notifying-patients-data-theft-breach-a-30337
https://www.hipaajournal.com/class-action-data-breach-settlements-agreed-with-three-healthcare-providers/
https://www.bleepingcomputer.com/news/security/new-password-spraying-attacks-target-cisco-pan-vpn-gateways/
https://www.bleepingcomputer.com/news/security/hpe-warns-of-maximum-severity-rce-flaw-in-oneview-software/
https://www.bleepingcomputer.com/news/microsoft/microsoft-recent-updates-break-azure-virtual-desktop-remoteapp-sessions/
https://www.bleepingcomputer.com/news/security/university-of-sydney-suffers-data-breach-exposing-student-and-staff-info/
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News Thursday December 18, 2025 
(Reported on Friday December 19, 2025) 

NIS2 compliance: How to get passwords and MFA right 
Read more at Bleeping Computer 

 

https://www.bleepingcomputer.com/news/security/nis2-compliance-how-to-get-passwords-and-mfa-right/

