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Today's threat briefing contains live links that connect you to the original source articles. You can 
see the real URL by hovering your mouse over the links and checking that they match the source 
articles. These links were taken straight from the website of the source article. Tyler Technologies 
has not checked these sites or links for security. 
 

News from Monday, December 01, 2025 
(Reported on Tuesday, December 02, 2025) 

Government 
 India orders smartphone makers to preload state-owned cyber safety app 
Read more at Reuters 
 

The Feds Cut Funding for Election Cybersecurity. How Will Public Official Adapt? 
Read more at Governing 
 
US Federal Modernization Funds Slashed in Senate Bill 
Read more at BankInfoSecurity 

Financial Institutions 
Urgent New FBI Warning: 1 Simple Message Can Empty Your Bank Account 
Read more at Forbes 
 
New Android Malware lets criminals control your phone and drain your bank account 
Read more at Malwarebytes 

Healthcare 
‘Cyber Issue’ Leads to FDA Recall of Baxter Respiratory Gear 
Read more at BankInfoSecurity 
 
Healthcare Cybersecurity Market to Reach USD 77.1 Billion by 2030 
Read more at OpenPR 

Other 
Glassworm malware returns in third wave of malicious VS Code packages 
Read more at Bleeping Computer 
 
Microsoft says new Outlook can't open some Excel attachments 
Read more at Bleeping Computer 
 
[Guest Diary] Hunting for SharePoint In-Memory ToolShell Payloads 
Read more at SANS 
 

https://www.reuters.com/sustainability/boards-policy-regulation/india-orders-mobile-phones-preloaded-with-government-app-ensure-cyber-safety-2025-12-01/
https://www.governing.com/management-and-administration/the-feds-cut-funding-for-election-cybersecurity-how-will-public-officials-adapt
https://www.bankinfosecurity.com/us-federal-modernization-funds-slashed-in-senate-bill-a-30174
https://www.forbes.com/sites/daveywinder/2025/11/30/critical-new-fbi-warning-this-simple-hack-can-empty-your-bank-account/
https://www.malwarebytes.com/blog/news/2025/12/new-android-malware-lets-criminals-control-your-phone-and-drain-your-bank-account
https://www.bankinfosecurity.com/cyber-issue-leads-to-fda-recall-baxter-respiratory-gear-a-30173
https://www.openpr.com/news/4296491/healthcare-cybersecurity-market-to-reach-usd-77-1-billion
https://www.bleepingcomputer.com/news/security/glassworm-malware-returns-in-third-wave-of-malicious-vs-code-packages/
https://www.bleepingcomputer.com/news/microsoft/microsoft-says-new-outlook-cant-open-some-excel-attachments/
https://isc.sans.edu/diary/rss/32524


News from Monday, December 01, 2025 
(Reported on Tuesday, December 02, 2025) 

SmartTube YouTube app for Android TV breached to push malicious update 
Read more at Bleeping Computer 
 
When Hackers Wear Suits: Protecting Your Team from Insider Cyber Threats 
Read more at Bleeping Computer 
 
ShadyPanda browser extensions amass 4.3M installs in malicious campaign 
Read more at Bleeping Computer  

 
 

https://www.bleepingcomputer.com/news/security/smarttube-youtube-app-for-android-tv-breached-to-push-malicious-update/
https://www.bleepingcomputer.com/news/security/when-hackers-wear-suits-protecting-your-team-from-insider-cyber-threats/
https://www.bleepingcomputer.com/news/security/shadypanda-browser-extensions-amass-43m-installs-in-malicious-campaign/

